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20 June 2018

To:  The Chair and Members of the Audit and 
Assurance Committee

Agenda
AUDIT AND ASSURANCE COMMITTEE

A meeting of the Audit and Assurance Committee will be held as follows: 

Date: Friday 29 June 2018
Time: 10.30 am
Place: Conference Room A, Cumbria House, Carlisle

There will be a pre meeting for members with the Auditors at 9.45am

Dawn Roberts
Executive Director – Corporate, Customer and Community Services

Enquiries and requests for supporting papers to:  Jackie Currie
Direct Line: 01228 221030
Email: jackie.currie@cumbria.gov.uk

This agenda is available on request in alternative formats

Serving the People of Cumbria

mailto:democratic.services@cumbria.gov.uk
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MEMBERSHIP

Labour (2) Conservative (3) Liberal Democrat (2)

Ms C McCarron-Holmes
Mr A McGuckin (Vice-Chair)

Mrs HF Carrick (Chair)
Mr LN Fisher
Mr NH Marriner

Mrs PA Bell
Mr SB Collins

ACCESS TO INFORMATION

Agenda and Reports

Copies of the agenda and Part I reports are available for members of the public to inspect 
prior to the meeting.  Copies will also be available at the meeting.

The agenda and Part I reports are also available on the County Council’s website – 
http://councilportal.cumbria.gov.uk/ieListMeetings.aspx?CId=124&Year=0 

Background Papers

Requests for the background papers to the Part I reports, excluding those papers that 
contain exempt information, can be made to the Legal and Democratic Services Unit at the 
address overleaf between the hours of 9.00 am and 4.30 pm, Monday to Friday.

http://councilportal.cumbria.gov.uk/ieListMeetings.aspx?CId=124&Year=0
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A G E N D A

PART 1: ITEMS LIKELY TO BE CONSIDERED IN THE PRESENCE OF THE PRESS 
AND PUBLIC

1  APOLOGIES FOR ABSENCE

To receive any apologies for absence  

2  MEMBERSHIP

To note any changes to the membership of the Committee
 

3  DISCLOSURES OF INTEREST

Members are invited to disclose any disclosable pecuniary interest they have in any item 
on the agenda which comprises

1 Details of any employment, office, trade, profession or vocation carried on for 
profit or gain. 

2 Details of any payment or provision of any other financial benefit (other than from 
the authority) made or provided within the relevant period in respect of any 
expenses incurred by you in carrying out duties as a member, or towards your 
election expenses.  (This includes any payment or financial benefit from a trade 
union within the meaning of the Trade Union and Labour Relations 
(Consolidation) Act 1992. 

3 Details of any contract which is made between you (or a body in which you have 
a beneficial interest) and the authority 

(a) Under which goods or services are to be provided or works are to be 
executed; and 

(b)  Which has not been fully discharged. 

4 Details of any beneficial interest in land which is within the area of the authority.  

5 Details of any licence (alone or jointly with others) to occupy land in the area of 
the authority for a month or longer.  

6 Details of any tenancy where (to your knowledge) 

(a) The landlord is the authority; and

(b) The tenant is a body in which you have a beneficial interest.
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7 Details of any beneficial interest in securities of a body where

(a) That body (to your knowledge) has a place of business or land in the 
area of the authority; and

(b) Either – 

(i) The total nominal value of the securities exceeds £25,000 or one 
hundredth of the total issued share capital of that body; or

(ii) If that share capital of that body is of more than one class, the total 
nominal value of the shares of any one class in which the relevant 
person has a beneficial interest exceeds one hundredth of the total 
issued share capital of that class.

In addition, you must also disclose other non-pecuniary interests set out in the Code of 
Conduct where these have not already been registered.

Note

A “disclosable pecuniary interest” is an interest of a councillor or their partner 
(which means spouse or civil partner, a person with whom they are living as 
husband or wife, or a person with whom they are living as if they are civil 
partners).   

4  EXCLUSION OF PRESS AND PUBLIC

To consider whether the press and public should be excluded from the meeting during 
consideration of any item on the agenda.  

5  MINUTES

To confirm as a correct record the minutes of the meeting of the Committee held on 20 
March 2018 (copy enclosed)  

(Pages 7 - 18)

6  DEEP DIVE - SIGNIFICANT CONTRACTS

To receive a presentation from the Executive Director – Corporate, Customer and 
Community Services (copy to follow)
   

7  2017/18 QUARTER 4 CORPORATE RISK REPORT

To consider a report from the Executive Director – Corporate, Customer and Community 
Services (copy enclosed)
  
(Pages 19 - 62)
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8  ANNUAL GOVERNANCE STATEMENT: 2017/18 ACTION PLAN PROGRESS 
REPORT

To consider a report from the Executive Director – Corporate, Customer and Community 
Services (copy enclosed)
 
(Pages 63 - 76)

9  SENIOR INFORMATION RISK OWNER (SIRO) AND INFORMATION 
GOVERNANCE ANNUAL REPORT 2017/18

To consider a report from the Executive Director – Corporate, Customer and Community 
Services (copy enclosed)

(Pages 77 - 92)

10 WHISLTEBLOWING POLICY AND 'SPEAK UP'

To consider a report from the Monitoring Officer (copy enclosed)

(Pages 93 - 106)

11 ANNUAL REVIEW OF AUDIT COMMITTEE EFFECTIVENESS 2017/18

To consider a report from the Director of Finance (Section 151 Officer) (copy enclosed)

(Pages 107 - 112)

12 INTERNAL AUDIT ANNUAL REPORT 2017-18

To consider a report from the Acting Group Audit Manager (copy enclosed)

 (Pages 113 - 152)

13 EXTERNAL AUDIT - FEES LETTER 2018/19

To consider a report  from Grant Thornton (copy enclosed)
 
(Pages 153 - 156)

14 FORWARD PLAN - AUDIT AND ASSURANCE COMMITTEE

To note the Forward Plan for the Audit and Assurance Committee and agree any 
additional items (copy enclosed)  

(Pages 157 - 158)

15 DATE & TIME OF NEXT MEETING

The next meeting will be held on 27 July 2018 at Cumbria House at 10.30am
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AUDIT AND ASSURANCE COMMITTEE

Minutes of a Meeting of the Audit and Assurance Committee held on Tuesday 20 
March 2018 at 10.30 am at Cumbria House, Carlisle, Cumbria

PRESENT:

Mrs HF Carrick (Chair)

Mrs PA Bell
Mr SB Collins
Mr LN Fisher

Mr NH Marriner
Mr KR Hamilton
Mr DE Southward (Vice-
Chair)

Also in Attendance:-

Mrs N Parker - Group Audit Manager
Dr D Roberts - Corporate Director - Resources and Transformation
Mrs J Currie - Senior Democratic Services Officer
Mrs P Duke - Senior Manager - Accountancy and Financial Planning
Ms F Parker - Group Finance Manager - Corporate Accounting
Ms I Puzio - Senior Manager - Legal and Democratic Services
Mr P Robinson - Assistant Director - Transformation

PART 1 – ITEMS CONSIDERED IN THE 
PRESENCE OF THE PUBLIC AND PRESS

48 APOLOGIES FOR ABSENCE

An apology for absence was received from Mrs J Crellin.

49 MEMBERSHIP

Members noted that Grant Thornton’s Audit Manager would be leaving her post in 
the near future to take up a new role, still within the company, but located in 
Manchester.  Details of the transition arrangements were explained to members, 
and they noted the new Audit Manager would be taking over from 1 May 2018.

The Audit and Assurance Committee thanked Ms Pieri for all her hard work on 
behalf of the Audit Committee and wished her well for the future.

50 DISCLOSURES OF INTEREST

There were no disclosures of interest in any items on the agenda today.

7
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51 EXCLUSION OF PRESS AND PUBLIC

RESOLVED that, the press and public be not excluded from the meeting during 
consideration of any items of business on the agenda.

52 MINUTES

RESOLVED that, the minutes of the previous meeting held on Friday 5 January 
2018 be agreed as a true and accurate record, and signed by 
the Chair.

53 2017/18 QUARTER 3 RISK REPORT

The Audit and Assurance Committee considered a report from the Corporate 
Director – Resources and Transformation, which provided members with an update 
on progress with the 2017-18 corporate risks for the third quarter to 31 December 
2017.
  
A high level summary of the position with all corporate risks was presented at 
Appendix 1 which included all risk scores, direction of travel and a summary risk 
profile of all corporate risks.

Members were also provided with a detailed register of all individual corporate risks 
in Appendix 2.  For each corporate risk, this provided information about the causal 
factors for the risk; activity undertaken during the previous quarter to manage the 
risk; and a forward look at the mitigating actions planned to further manage or 
tolerate the risk.

The Assistant Director updated members on the following:-

Notable Risk Management Activity in Quarter 3 & planned for Quarter 4

A range of improvement activities had been undertaken during Quarter 3 aimed at 
further strengthening the Council’s approach to risk management. 

Amey Lessons Learned Report & Action Plan

The Lessons Learned actions relating specifically to risk management arrangements 
were progressing well in line with the action plan agreed with Members. These 
include:

 A clear definition of a ‘significant contract’ has been developed;
 The Councils most ‘significant contracts’ have been identified; 
 All ‘significant contracts’ have been risk assessed against the 

Corporate risk assessment criteria;
 All ‘significant contracts’ will now be reported and monitored at CMT & 

DMT’s on a regular basis
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The Assistant Director reported that a two-day Contract Management training 
course had been delivered in February 2018 with a risk management section 
included.  A further more detailed dedicated risk management training course would 
be delivered to officers involved in the commissioning, procurement and contract 
management processes in March 2018 and would address any recommendations 
from the Zurich Municipal review.      

A Risk Management workshop took place at Extended Leadership Team on 7 
February 2018 to review the Council’s current risk management approach and to 
identify opportunities to strengthen arrangements at both a Strategic and 
Operational level.  Also a Risk Management Training workshop for Elected 
Members would take place by 31 March 2018. 

Review of Performance & Risk Management Framework, including  Internal Audit 
Action Plan

The work to review the Performance and Risk Management Framework (PRMF) 
was well underway to meet the timescale of Spring 2018, ensuring that the new 
framework aligned with the 2018-2022 Council Plan agreed by Full Council on 15 
February 2018.

Many of the risk management actions from the Internal Audit Action Plan would 
align with the development and implementation of the PRMF to ensure a consistent 
approach was applied across the Council regarding Performance & Risk 
Management arrangements.

Children’s Services Ofsted Inspection Outcome

Ofsted inspectors reported that “all local authority services for children in Cumbria 
had significantly improved and overall effectiveness now required improvement to 
be good”. 

Inspectors judged the performance of the adoption service and the quality of the 
directorate’s leadership to be “good”. The report found that overall services “require 
improvement”.

This was a positive outcome and reflected the conclusion of the Council’s own self-
assessment, undertaken prior to the inspection.

The Directions Notice had now been lifted and the associated risk was 
recommended for closure and removal from the risk register.

Current Corporate Risk register – Quarter 3 2017/18

There were currently 16 risks on the Quarter 3 corporate risk register; 10 high and 6 
medium risks. Appendix 1 provided an overview of the position with each of these 
risks. Appendix 2 provided a detailed view of each of the 16 risks.
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One of the members asked which aspects of the Children Looked After Strategy 
were included.  The Corporate Director – Resources and Transformation AGREED 
to share the strategy with the member concerned.

A member said her understanding was that some of the Children Looked After had 
been admitted to the Pupil Referral Units.  She asked for assurance that the County 
Council had done everything possible to keep these youngsters in mainstream 
school.  

The Senior Manager – Accountancy and Financial Planning explained that the Pupil 
Referral Units were included in the Social Care element of the Children’s Services 
budget.  This was noted. 

Members asked for clarification that the risks looked at for significant contracts 
included Renewi.  The Corporate Director – Resources and Transformation said that 
teams within the Economy and Highways directorate were currently assessing the 
risks for Cumbria.  If needed this would appear in the next risk report as an 
emerging risk.

Members asked for details of the risk attributed to poor performance of the Waste 
Management Contract, and how a single approach to waste and recycling 
collections across the county would operate.  The Corporate Director – Resources 
and Transformation AGREED to ask officers in the Economy and Highways 
directorate to provide a briefing on this for the Audit and Assurance Committee.

The Vice Chair suggested that significant contracts could be added to the list of 
possible items suitable for a ‘deep dive’.  The Corporate Director – Resources and 
Transformation said this could be added to the forward plan for the June meeting of 
the Audit Committee.  However, she pointed out that depending on what was 
included in this, it may have to become a Part II item as it was likely to contain 
commercially sensitive information.   It was AGREED that the Chair and Vice Chair 
would undertake scoping for this item.  This was noted.

Members asked for assurance that the County Council was prepared for any further 
storm events.  It was AGREED that it would be useful to bring a presentation to the 
Audit and Assurance Committee on this to a future meeting of the Audit and 
Assurance Committee.    
    
RESOLVED that,

(1) members note the content of the report, and agree that it provides 
sufficient assurance that the current Risk Management arrangements are 
both robust and effective;

(2) Members had identified two possible areas of risk for further examination 
at future Audit & Assurance Committee meetings, including Significant 
Contracts (deep dive) and Adverse Weather (presentation).
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54 LOCAL CODE OF GOVERNANCE

The Monitoring Officer presented a report which updated members on the Council’s 
updated Local Code of Governance which had been prepared to reflect the 
requirements of the latest guidance on good governance in Local Authorities.

Local Authorities operated through a corporate governance framework; a system 
that brought together an underlying set of legislative requirements, governance 
principles and management processes.

Each Local Authority was responsible for maintaining its own local governance 
framework which ensured that resources were directed in accordance with agreed 
policy and according to priorities, that there was sound and inclusive decision 
making and that there was clear accountability for the use of those resources in 
order to achieve desired outcomes for service users and communities. 

The Framework defined the principles that should underpin the governance of each 
Local Authority and provided a structure to help authorities with their approach to 
governance. The Framework stated that authorities should test their governance 
structures and partnership arrangements against the principles contained in the 
Framework by:-
 

 reviewing existing governance arrangements 
 developing and maintaining an up-to-date local code of governance, 

including arrangements for ensuring ongoing effectiveness 
 reporting publicly on compliance with their own code on an annual 

basis and on how they have monitored the effectiveness of their 
governance arrangements in the year and on planned changes. 

The Local Code of Governance was therefore a key document in the Council’s 
corporate governance framework, setting out the Council’s arrangements that met 
the expected standards of governance.  It would form the basis of the annual review 
of governance for 2018/19 by providing standards against which the Council would 
assess its performance in adhering to stated governance arrangements and thereby 
meeting the standards set out in Delivering Good Governance.

The Monitoring Officer suggested that the Local Code of Governance should be 
aligned to the Council Plan with a timeframe of 2018-2022.  Members discussed 
whether this was an appropriate timeframe and upon conclusion of these 
discussions it was AGREED.   

RESOLVED that, the Audit and Assurance Committee considered and approved 
the draft Local Code of Corporate Governance for the period 
2018-2022.

11



6

55 WHISTLEBLOWING & SPEAK UP POLICIES

RESOLVED that, the Whistleblowing/Speak Up Polices be deferred to the next 
meeting of the Audit and Assurance Committee.

56 ANNUAL GOVERNANCE STATEMENT: 2017/18 ACTION PLAN 
PROGRESS UPDATE

The Audit and Assurance Committee considered a report from the Corporate 
Director – Resources and Transformation which reminded them that on 25 
September 2017, members of the Audit and Assurance Committee approved the 
Annual Governance Statement for 2017/18.  The Statement highlighted governance 
issues that were considered to be significant, with actions to tackle those issues set 
out in an associated Action Plan for 2017/18.  The Corporate Director – Resources 
and Transformation said that the intention was that in future these would be 
reported by exception.  This was noted.

The Council recognised that some issues were of more corporate significance than 
others and, in the main, issues would properly be addressed by the relevant 
Assistant Directors through their Service Plans.  However, significant corporate 
governance issues required appropriate action plans and were therefore reported 
within the Corporate Governance Action Plan at a corporate level (i.e. through the 
Corporate Management Team and Elected Members).

The Council’s definition of a significant governance issue was as follows:-

 It has significantly prejudiced or prevented achievement of a principal 
objective;

 It has resulted in the need to seek additional funding to allow it to be 
resolved;

 It has required a significant diversion of resources;
 It has had a material impact on the accounts;
 It has been identified by the Audit and Assurance Committee as 

significant;
 It has resulted in significant public interest or has seriously damaged 

reputation;
 It has resulted in formal actions being taken by the Section 151 Officer 

or Monitoring Officer;
 It has received significant adverse commentary in external or internal 

inspection reports that has not been able to be addressed in a timely 
manner.

The review of corporate governance 2016/17 identified two significant governance 
issues, which relate to Children’s Services and the Amey Litigation.  The Action Plan 
for 2017/18 sets out the work to be undertaken to manage these issues.  

12
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Children’s Services Leadership and Governance

Following the Ofsted re-inspection in November 2017, the inspectors reported that: 
“all local authority services for children in Cumbria had significantly improved and 
overall effectiveness now requires improvement to be good”.

Inspectors judged the performance of the adoption service and the quality of the 
directorate’s leadership to be “good”. The report found that overall services “require 
improvement”. 

The Director of Children’s Services (DCS) had worked with senior leaders, including 
politicians, to drive significant change and improvement across the county and 
senior leaders had improved their understanding and scrutiny of Children’s Services 
since the last inspection.  

The Corporate Parenting Board’s knowledge and influence was now a strength and 
members had in-depth knowledge about children in care and what matters to them.  
Elected members carefully scrutinise and oversee services for vulnerable children.  

Cumbria was now rated ‘Good’ for its Leadership, management & governance and 
as such would be subject to a ‘lighter touch’ approach to ongoing support and 
supervision, involving regular progress updates with the DfE advisor by telephone.

The report contained 10 recommendations for action and the directorate was 
already working to address these. 

The Directions Notice had now been lifted and the associated Governance issue 
was recommended for closure.

Amey Litigation

Appendix 1b referred to the significant governance issue relating to the Amey 
litigation case and the Lessons Learned Action Plan agreed by the Audit and 
Assurance Committee on 12 September 2017. It was agreed then that progress 
would be reported quarterly to the Committee as part of the reporting of progress on 
the AGS Action Plan. This was the second progress update to Audit and Assurance 
Committee on this aspect of the Action Plan.

Appendix 2 set out in more detail, improved contract review processes in place in 
response to the Amey Lessons Learned Action Plan; the determination of 
‘significant’ contracts and the formalised review and reporting of contract 
management arrangements in respect of these significant contracts.

Based on current reporting, all actions had either been delivered on time or on track 
to be delivered as per the dates outlined in the Action Plan. Routine progress 
reporting to ensure the strengthened arrangements were embedded would continue 
through CMT and to Elected Members during 2018/19.  

13
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The Chair welcomed the work that had been done in relation to this and recognised 
that targets were being met.

Members noted that although there had been strengthening of systems, processes 
and formalisation of existing contract management arrangements, its success would 
depend upon the embedding of strengthened governance arrangements and 
securing positive cultural change across the Council.

RESOLVED that, Members note the progress made and the prospects for 
addressing the issues set out in parts A and B the 2017/18 
Annual Governance Statement Action Plan presented in 
Appendix 1.

57 INTERNAL AUDIT PROGRESS REPORT TO 31 JANUARY 2018

The Audit and Assurance Committee considered a report from the Group Audit 
Manager which provided a summary of the work of Internal Audit for the six months 
up to 31 January 2018.

Key points to note were:-

 Work was progressing on the completion of outstanding 2016/17 audit 
work and work from the 2017/18 audit plan was well underway.

 The level of risk based audits receiving Reasonable or higher 
assurance was currently 65% (taking account of all current draft and 
final audit reports issued).  This was consistent with the position 
reported at 10 November 2017 and was an increase on the same 
period last year when the figure was 56%.  

Outcomes from Audit Reports to 31 January

Audits completed to final report stage at 31 January comprised 13 risk based audit 
reviews, 4 school audits, and 4 follow ups of previous audits.  The % of reports 
resulting in Reasonable or higher assurance was 71%.    

A further five audits had been completed to draft report stage.  When these reports 
were also taken into account, the level of Reasonable/Substantial assurance was 
65% which remained an increase from the same period last year when the figure 
was 56%.

Of particular note were the increased assurance levels in relation to the 5 reported 
follow up audits; ICT Security, Focus Families, Traded Services and Agency Staff 
(all finalised) and Data Quality (report in draft).  All had received revised assurance 
opinions from Partial to Reasonable as a result of improved controls following the 
original audit reviews. 
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The Group Audit Manager drew members’ attention to the lack of any completed 
audit work in the Health, Care and Community Services directorate and explained 
that the reasons for this were understood and outside of internal audit’s control.  The 
limited number of audits expected to be concluded in time for the 2017/18 audit 
opinion may impact on the opinion, but would not be known until the audits were 
completed.
 
Members welcomed the report and were reassured that improvements to these 
were being made. 

RESOLVED that, members note the progress and the outcomes of internal audit 
work.

58 DRAFT INTERNAL AUDIT PLAN 2018/19

The Group Audit Manager presented the draft internal audit plan, which had been 
prepared in consultation with senior management and in conformance with the 
Public Sector Internal Audit Standards (PSIAS).
The approach to preparing the audit plan had been based around:-

 Review of the Council’s corporate risk register
 Consultation with senior management
 Review of annual governance statement action plan
 Review of service plans and related risk registers
 Consideration of emerging issues and risks nationally, regionally and 

locally
 Issues discussed at Audit & Assurance Committee meetings

The recommendations from the 2017 External Quality Assessment of Internal Audit 
had been incorporated where appropriate.  The plan was now more closely aligned 
to corporate and service level risk registers and included an appendix setting out 
where Internal Audit would provide assurance over risks in the corporate risk 
register.  

The plan also included a number of shorter, key control audits aimed at providing 
assurance over the controls in place to address core risks within a system or 
service.  The plan also included provision for closer working with Risk Management 
colleagues to inform a broader opinion on risk management arrangements.

It was anticipated that there would need to be a review of the plan during the first 
half of the year following the review of the corporate risk register to ensure that 
Internal Audit resources continued to be focused at the most significant risks. 

Internal audit would continue to follow up all audits resulting in Partial or Limited 
assurance.

15
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One of the members asked if it would be possible for the Pupil Referral Units to put 
themselves forward for an audit to be carried out.  The Group Audit Manager 
confirmed that PRU’s were included in the programme as part of School Audits.

One of the members raised the issue of Universal Credit and whether this posed 
any risk to the County Council.  The Senior Manager – Accountancy and Financial 
Planning AGREED to look into this.

RESOLVED  that, the Audit & Assurance Committee approve the draft audit plan 
together with the proposed approach to follow up audits and the 
audit charter.

59 EXTERNAL QUALITY ASSESSMENT OF INTERNAL AUDIT

Members had before them a report from the Corporate Director – Resources and 
Transformation which explained that under the Public Sector Internal Audit 
Standards (PSIAS), all Internal Audit functions working in the public sector must 
receive an externally accredited assessment every five years.

The assessment was undertaken during October 2017 and the draft report issued 
in November.  As reported to Audit and Assurance Committee in January 2018, the 
overall assessment was that the Council’s Internal Audit service ‘generally 
conformed’ to the standards; this was the highest of three possible outcomes.

The action plan contained 7 recommendations; 4 directly relating to the systems 
and processes within Internal Audit and 3 relating to wider corporate arrangements 
in respect of Risk Registers, Assurance mapping and management monitoring and 
reporting on implementation of agreed actions.

RESOLVED that members note both the EQA report and agreed action plan, and 
that further updates on the agreed actions are to be brought to the committee in 6 
months time.

60 EXTERNAL AUDIT PLAN - CUMBRIA LOCAL GOVERNMENT PENSION 
SCHEME 2017/18

Members of the Audit and Assurance Committee considered a report from Grant 
Thornton which provided them with an overview of the planned scope and timing of 
the statutory audit of Cumbria Local Government Pension Scheme.

The Associate Director from Grant Thornton took members through the report and 
highlighted points to note.

RESOLVED that the report be received and noted.
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61 ACCOUNTS PREPARATION - 2017/18

The Audit and Assurance Committee considered a report from the Section 151 
Officer, which summarised the overall approach and progress to date on the 
preparations for the Council’s and Cumbria Local Government Pension Scheme 
Statement of Accounts 2017/18 and the Council’s Value for Money conclusion. 

The production of the accounts was a significant annual exercise for the Council 
involving many officers across the Council led by Finance. In preparation for the 
closure of accounts for 2017/18 a comprehensive timetable, covering both revenue 
and capital, had again been produced following on from good practice established 
in previous years, together with proforma documentation for all Finance staff to use. 

In addition the Council had purchased new accounts reporting software that would 
provide an additional check in respect of Accounting Code compliance, support the 
earlier closedown requirements through automated procedures and improved links 
to working papers which will then ease the audit process. 

Members noted that the draft Statement of Accounts would be published by 31 May 
and the Audited Statement of accounts reported to Audit and Assurance Committee 
on 27 July 2018.

RESOLVED that, members note

(1) the High Level High level timetable for the closedown of the Council’s 
and the Cumbria Local Government Pension Scheme 2017/18 
accounts. (paragraph 4.17)

(2) Potential risks for the closure of the Council’s 2017/18 accounts 
(paragraph 4.22)

(3) Value For Money (VFM) approach to determine the VFM conclusion 
as part of the final accounts process (paragraph 4.28 to 4.33)

(4) Potential risks for the closure of the CLGPS 2017/18 accounts 
(paragraph 5.10).

62 EXTERNAL AUDIT PROGRESS AND UPDATE REPORT 2017/18

The Audit Manager from Grant Thornton presented a report which provided the 
Audit and Assurance Committee with a report on progress in delivering Grant 
Thornton’s responsibilities as external auditors.

The officer took members through the report, and members noted progress.

RESOLVED that the report be received and noted. 
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63 FORWARD PLAN - AUDIT AND ASSURANCE COMMITTEE

The Forward Plan was noted with the following amendments:-

29 June 2018 add Presentation re: Significant Contracts
Add deferred item – Whistleblowing/Speak up Policy

64 DATE & TIME OF NEXT MEETING

The next meeting will be held on Friday 29 June 2018 at 10.30am at Cumbria 
House, Carlisle.

Members were sad to note that the Group Audit Manager would be leaving her post 
with the County Council at the end of April 2018.  They recognised that she was 
leaving the organisation in a positive position and wished her every success for the 
future.

The meeting ended at 1.20 pm
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Executive Director - Corporate, Customer & 
Community Services  

2017/18 QUARTER 4 CORPORATE RISK REPORT  

1.0 EXECUTIVE SUMMARY 

1.1 The purpose of this report is to provide Members with an update on 
progress with the 2017/18 corporate risks for the fourth quarter to 31 
March 2018.  

1.2 A high level summary of the position with all corporate risks is 
presented as Appendix 1 which includes all risk scores, direction of 
travel and a summary risk profile of all corporate risks.

1.3 Members are also provided with a detailed register of all individual 
corporate risks in Appendix 2. For each corporate risk, this provides 
information about the causal factors for the risk; activity undertaken 
during the previous quarter to improve the control and management of 
the risk; and a forward look at further improvements to the controls 
and measures to manage or tolerate the risk.

1.4 Finally, Appendix 3 provides an updated overview of all corporate risks 
and opportunities for each of the Council priorities.

1.5 All of the corporate risks have been reviewed and approved by the 
Corporate Governance Group, Corporate Management Team, 
Directorate Management Teams and individual risk owners.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The Council Plan 2016-2019 sets the context for Service Plans and Area 
Plans, each ensuring the delivery of the Council’s five priorities. All 
risks included in the Corporate Risk Register have been identified in 
the context of the 2016-2019 Council Plan and the following Corporate 
Priorities:

 To safeguard children and support families and schools so that 
all children in Cumbria can grow up in a safe environment, and 
can fulfil their potential;

 To support older, disabled and vulnerable people to live 
independent and healthy lives

 To enable communities to help shape their local services, 
promote health and wellbeing and support those in poverty
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 To provide a safe and well managed highways network, secure 
infrastructure improvements and support local economic growth

 To be a modern and efficient council.

2.2 Each of the Council’s service plans set out how services will contribute 
to the delivery of Council priorities, together with other statutory 
responsibilities. These plans also include identified risks that require 
to be managed to ensure the delivery of service and council priorities 
and have the potential to escalate to the Corporate Risk Register.

2.3 In order to effectively deliver these priorities, the Council is required to 
have good systems of corporate governance and internal control in 
place, including robust risk, performance, financial, and other 
operational management processes and procedures. 

2.4 Continuous review of all strategic level risks is an integral part of the 
routine implementation of the Council’s Risk Management Policy. 

3.0 RECOMMENDATION

3.1 Members are asked to note the content of the report, and agree that it 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

3.2 Members are asked to identify other areas of risk for further detailed 
examination at future Audit & Assurance Committee meetings.  

4.0 BACKGROUND

Notable Risk Management Activity in Quarter 4 & planned for Quarter 1: 
4.1 A range of improvement activities have been undertaken during Quarter 4 

aimed at further strengthening the Council’s approach to risk management. 
These are set out below.

Review of Performance & Risk Management Framework, including 
Internal Audit Action Plan

4.2 The work to review the Performance and Risk Management Framework 
(PRMF) has progressed with the new framework aligning to the 2018-2022 
Council Plan agreed by Full Council on 15 February 2018. This new 
framework will be considered by Cabinet under a separate agenda item at 
this Cabinet meeting. 

4.3 The new P&RMF will include consideration of an action plan to address the 
Performance and Risk management actions from the Internal Audit Action 
Plan ensuring that a consistent approach is embedded across the Council 
regarding Performance & Risk Management arrangements.

4.4 This new approach will include the introduction of a newly developed 
Guidance for Developing and Managing Non-Strategic or Operational 
Policies and Procedures which was approved by CMT in January 2018 and 
was produced in response to concerns raised in the Internal Audit Annual 
Report with regard to the development, approval and maintenance of 
policies, procedures and other guiding documents.
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Amey Lessons Learned Report & Action Plan
4.5 The Lessons Learned actions relating specifically to risk management 

arrangements are progressing well in line with the action plan agreed with 
Members; 

4.6 In January 2018, Zurich Municipal (ZM) undertook a risk review of the 
Council’s commissioning, procurement and contract management processes 
as well a review of three specific contracts from differing service areas 
across the Council. The final report on this review has now been received 
and the recommendations will be addressed to further improve the Council’s 
risk management arrangements.

4.7 A number of two-day Contract Management training courses and half day 
Contract based Risk Management training course have now been delivered 
throughout Quarter 4 to the Council’s commissioning, procurement and 
contract managers and officers. Further Contract Risk Management courses 
will be delivered during 2018/19.

4.8 In March 2018, Elected Members took part in two training workshops; firstly 
a Risk Management Training session delivered by Zurich Municipal followed 
by a Contract Management Training session delivered by the Senior 
Manager Procurement and Contract Management.

Review and refresh of Corporate Risks for 2018/19.
4.9 In February 2018, a Risk Management workshop took place at Extended 

Leadership Team to review the Council’s current risk management approach 
and to identify opportunities to strengthen arrangements at both a Strategic 
and Operational level. These findings have been collated and a further 
action plan developed.

4.10 One of the key actions from the February ELT session was to hold a further 
workshop with Extended Leadership Team to refresh the Corporate Risk 
Register for 2018/19, in line with the new Council Plan Delivery Plan and 
Extended Leadership Team reshaping. This workshop took place on 2 May 
2018 and the outcomes will be explored and developed further with each 
new areas of responsibility within Directorates in order to refresh Strategic & 
Operational risks for 2018/19.  

4.11 Once the Council Plan Delivery Plan 2018-2022 and Performance & Risk 
Management Framework have been considered by Cabinet and the 
Strategic & Operational risks have been refreshed, then a workshop is 
proposed with elected members of the Audit & Assurance Committee in July 
2018. 

4.12 For the 2018/19 Quarter 1 risk report, a new reporting format will be used to 
ensure there is a clear focus on the identification and development of 
controls employed to mitigate the risk and drive the risk exposure and risk 
scores down to a tolerable level. 

Implementation of the new General Data Protection Regulations
4.13 The new General Data Protection Regulations (GDPR) came into force on 

25 May 2018. The Council put in place a GDPR working group, chaired by 
the Assistant Director Organisational Change, to drive a project based 
implementation plan to ensure the compliance deadline was met. 
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4.14 A risk assessment of the GDPR project workstreams took place during 
Quarter 4 to identify the main gaps and the resources required to ensure the 
Council meets the project deadline, or has plans and resources in place to 
finalise the small number of outstanding low risk actions.

4.15 The main area of risk was centred around the data discovery phase of the 
project and the production of the Information Asset Register. This was a very 
complex and detailed piece of work and additional capacity was secured to 
assist the Council in the development of this asset register. 

4.16 A communication and training plan was also progressed to ensure all 
Council staff are aware of the changes and implications of these regulations 
to their role, with e-learning and training courses conducted throughout 
Quarter 4.

4.17 In addition, three elected member training sessions on the new GDPR 
requirements were delivered on 21 & 22 May and a further session planned 
for 21 June, assisted by Zurich Municipal and the County Council’s Data 
Protection Officer. 

5.0 CURRENT CORPORATE RISK REGISTER QUARTER 4 2017-18

5.1 Summary of Corporate Risks: There are currently 16 risks on the Quarter 
4 corporate risk register:-

8 high risks
8 medium risks

Appendix 1 provides an overview of the position with each of these risks. 

Appendix 2 provides a detailed view of each of the 16 risks.

Table 1, below, illustrates the spread of these risks across the Council’s 
2017/18 priorities; with the greatest number of high risks being directly linked 
to Health and Social Care Integration and the transformation agenda. The 
majority of other high risks are split between the then Children and Families 
Directorate and the Resources and Transformation Directorates.  

Table 1 – Risks by Council Priority High
(15-25)

Medium 
(6-12)

Low 
(1-6)

Total

Priority 1
To safeguard children and support families and 
schools so that all children in Cumbria can 
grow up in a safe environment, and can fulfil 
their potential

1 2 0 3

Priority 2
To support older, disabled and vulnerable 
people to live independent and healthy lives

3 3 0 6

Priority 3
To enable communities to help shape their 
local services, promote health and wellbeing 
and support those in poverty

0 1 0 1
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Priority 4
To provide a safe and well managed highways 
network, secure infrastructure improvements 
and support local economic growth

1 0 0 1

Priority 5
To be a modern and efficient council 3 2 0 5

5.2 Summary of changes to Corporate Risks compared with previous 
quarter: The summary of all corporate risks in Appendix 1 provides the risk 
scores at Quarter 4 compared to previous quarter and end of year target 
score. In summary, four risks have reduced in score in the last quarter, with 
all other risk scores remaining stable during this period. In addition, one risk 
has reduced in score, the Medium Term Financial Plan risk, compared to 
Quarter 4 at 2016/17.  

5.3 Table 2, on the following page, provides a further summary of changes to the 
corporate risks and monitoring of emerging risks. In summary, no new 
corporate risks have been identified for inclusion on the register and no risks 
have been closed off. Four risks have reduced in score in the last quarter, 
including:

 The failure to meet the Regulatory Standards of the CQC – this risk 
has reduced in score from 20 to 15.

 The failure to meet care needs & deliver continuity of care – this risk 
has reduced in score from 16 to 15. 

 Health & Social Care Integration - this risk has reduced in score from 
15 to 10.

 Serious failure in Children’s safeguarding procedures – this risk has 
reduced in score from 15 to 10.

 No further corporate opportunities or emerging risks have been 
identified during Quarter 4 and all emerging risks continue to be 
monitored as part of the Council’s horizon scanning activity in order to 
track the impact of these changes and associated risks on the 
Council’s resources. 

5.4 Horizon Scanning: In support of the identification of emerging issues and 
risks, consideration of the external policy context for the Council has been 
undertaken during Quarter 4 and will continue in order to understand the 
potential impact and implications for the Council.  

5.5 Key developments being monitored include the following:

 Ongoing implications of Brexit and the UK’s negotiations with the EU 
 Reform to public services and national developments with the digital 

agenda
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Table 2 – Summary of Risk Management Changes at Quarter 4
No new risks have been identified during 
Quarter 4
No risks have been closed during Quarter 4

Four risks have reduced in score during this 
quarter
All other risk scores have remained stable

Financial Sustainability of School Funding
Apprenticeship Levy
CF&RS mobile communications system
Brexit implications 
Non delivery of Statutory Services

To influence the economic potential of 
Cumbria through the development of a 
Local Industrial Strategy, the Borderlands 
Growth Deal and other opportunities to 
secure government funding
To develop a Single System approach to 
Waste Management

6.0 OPTIONS
There are 3 options for Members to consider:

6.1 Option 1 - Members agree that the content of the report and the appendices 
provides sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

6.2 Option 2 - Members agree that the content of the report and the appendices 
does not provide sufficient assurance that the current Risk Management 
arrangements are both robust and effective.

6.3 Option 3 - Members identify any additional new or emerging risks or 
opportunities to be considered. 

7.0 CONCLUSION

7.1 All Corporate Risks have been reviewed and approved by officers for 
2017/18 Quarter 4 up to 31 March 2018. 

7.2 The current risk register contains 16 high or medium rated risks and work 
continues to either contain or successfully manage and mitigate those risks 
within the 2017/18 target rating. 

7.3 Officers continue to monitor emerging opportunities & risks with a view to 
inclusion within service plans or on the risk register as and when they 
become relevant.

Dawn Roberts
Executive Director - Corporate, Customer & Community Services   

Date: 24 May 2018

Appendices

Appendix 1 Corporate Risk Summary & Profile Q4 2017/18
Appendix 2 Corporate Risk Register Q4 2017/18 
Appendix 3 Summary of risks & opportunities by Council priorities Q4 

2017/18 
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Electoral Division(s): All
*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision * No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N/A*Has an environmental or sustainability impact assessment been 
undertaken?

No*Has an equality impact assessment been undertaken?

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny

BACKGROUND PAPERS

No background papers

RESPONSIBLE CABINET MEMBER

Councillor Stewart Young, Leader of the Council

REPORT AUTHOR

Contact: Helen Kirk, Senior Risk Officer 
Corporate, Customer and Community Services
Email Helen.kirk@cumbria.gov.uk
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Appendix 1                               QUARTER 4  2017/18 – CORPORATE RISK SUMMARY

Corporate Risks Q3 Q4 Target DoT 
(vs previous 

Quarter)

DoT 
(vs previous 
12 months)

CORPORATE RISK PROFILE

1. Children Looked After 20 20 16  

2. Reshaping the Council 20 20 20  

3. Regulatory standards of the CQC 20 15 10  

4. Care needs & continuity of care 16 15 8  

5. Waste Management Contract 15 15 10  

6. Transforming Care 15 15 10  

7. Information Governance 15 15 12  

8. Cyber Threat 15 15 10  

9. Medium Term Financial Plan 12 12 10  

10. Industrial & employee relations 12 12 12  

11. Commissioning Strategy 12 12 12  

12. Health & Social Care Integration 15 10 15  

13. Safeguarding Children 15 10 15  

14. Safeguarding Adults 10 10 10  

15. Secondary Schools 9 9 8  

16. Radicalisation of young people
8 8 8  

Impact 1 2 3 4 5

Likelihood Insignificant Minor Moderate Major Most Severe

5 Very Likely 7 1

4 Likely 2

3 Possible 15 9, 10, 11 3, 4, 5, 6, 8

2 Unlikely 16 12, 13, 14

1 Very 
Unlikely

Changes to Risks Emerging Risks – being monitored

No new risks have been identified or 
current risks closed off during 
Quarter 4.

Changes to Risk Scores

During Quarter 4, four strategic risks 
have reduced in score, due to improving 
standards of practice and general 
performance.  

- Regulatory standards of the CQC

- Care needs & continuity of care

- Health & Social Care Integration 

- Safeguarding Children

 Financial Sustainability of Schools. 

 Apprenticeship Levy

 CF&RS mobile communication 
system  

 Brexit implications

 Non-delivery of statutory services
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Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

1

1.INABILITY TO REDUCE THE NUMBER OF CHILDREN LOOKED AFTER BELOW 
OUR STATISTICAL NEIGHBOURS – Lynn Berryman

Q4 RISK RATING
Impact x Likelihood 20

Previous 
quarter

Current 
quarter

Target DOT

20 20

There is a risk that the Council is unable to manage the Children Looked After (CLA) cohort and will have insufficient 
local appropriate and cost effective placements, caused by the ineffective delivery of the CLA strategy and programme 
of activities including; the need for improved edge of care services, supported reunification, effective case planning and 
management oversight, consistency of good practice and an effective, vigilant IRO service, resulting in the failure to meet 
the needs of the Children Looked After, overspend of the CLA budget and potential reputational damage to the Council.

4 5 4 5

16


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Ineffective 
delivery of 
the CLA 
strategy and 
programme 
of activities.

 The reconfigured Central Placements and Commissioning 
Team have struggle to secure appropriate placements due to 
competition for placements and leading to children being 
placed in high cost inappropriate placements.            

 Despite implementing a stronger ‘entry checklist’ for 
accommodation and increased scrutiny of care planning, we 
have failed to reduce the numbers of children and young 
people in the care system. 

 Due to lack of sufficient numbers of CCC carers, entrants are 
being placed in private provision of residential or foster agency 
placements resulting in increased costs to our CLA spend.

 A CLA Recovery Plan is being initiated with project management 
oversight to record, track and monitor efforts to reduce our number of 
CLA. This will report monthly to Directorate Management Team 
Programme Board starting 23rd April.  

 The Early Help Strategy needs to be closely aligned with managing 
demand so that risk in family from neglect or parenting issues does not 
lead to a need for accommodation. This is being taken forward through 
the Local Safeguarding Children’s Board (LSCB),Early Help Sub Group 
and the 0-19 Project Group. 

The need to 
recruit more  
foster carers

 Creative ways of engaging with potential new foster carers for 
CCC are on-going through a vibrant recruitment campaign but 
progress is slow, reflecting the national difficulties faced in foster 
care recruitment.

 An increase in fees for all CCC carers has shown an immediate 
increase in interest and conversion to assessments of potential 
carers. We have also had interest from Independent Fostering 
Agency carers in transferring over to CCC. 

 Transfers of young people to Homestay have started.

 Improved fees will allow us to develop a broader range of carers able to 
care for children with challenging needs

 We will continue to develop a wider edge of care workforce, intervening 
with a broader range of children aimed at reducing entrants to 
accommodation including additional staff and a new base of delivery in 
Blackwell Road. 

Ineffective 
delivery 
Children’s 
Improvement 
Plan

 The 10 recommendations from the Ofsted Inspection 
November 2017 have now been translated into an 
Improvement Plan monitored through DMT Programme Board.

 The ‘Continuous Improvement Plan’ has been approved and is on 
track. It will be progressed with regular updates being reported to the 
LSCB, Corporate Parenting Board and DMT .It will also be submitted to 
Ofsted and Minister in May’18. 
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Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

2

2. RESHAPING THE COUNCIL - Paul Robinson & Alan Ratcliffe Q4 RISK RATING
Impact x Likelihood 20

Previous 
quarter

Current 
quarter

Target DOT

20 20

There is a risk that the Council will not be sufficiently radical or innovative to transform services at the required pace 
to achieve the scale of change required for the current & future needs of the Council, our service users and the 
financial targets in the Medium Term Financial Plan. 

Without the required workforce plans, capacity and skills in place, or insufficient drive to support and deliver a financially 
sustainable organisation, there is a risk that change opportunities will be missed and this could result in not meeting the 
needs of service users or not delivering a balanced budget.

The Q4 risk score has been assessed at the same level as previous quarter as although a number of projects have 
progressed; there have been challenges to some. The Extended Leadership Team (ELT) Reshaping has progressed to plan 
and been effectively managed, however with any senior restructuring this can cause concern across teams that requires 
management.

5 4 5 4

20


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Having 
adequate 
workforce 
plans, 
capacity 
and skills 
in place.

Service Reviews

 The 2017/18 Service Review programme has reduced cost 
however, however some project delivery timescales and MTFP 
delivery forecasts required re-profiling.

 Voluntary Redundancies and management of vacancies has 
achieved the 2017/18 MTFP target in full. A project to align the 
Councils financial and HR information systems has been 
completed which allows budget managers to highlight funded 
vacancies on a monthly basis.

 Management and Trade Unions have continued to work closely 
to discuss any service review related concerns with revised 
management of change procedures and memorandum of 
understanding document negotiated.

 Any reshaping concerns have been discussed with Trade Union 
colleagues and any formal disputes sensitively managed.

Service Reviews

 The ELT Reshaping will commence implementation from 1 May 2018, 
with follow up alignment of new functions within agreed responsibilities. 

 As part of strategic planning for 2018/19 and beyond, a programme of 
deep dive service reviews will commence in Q1 as per the commitment 
in the MTFP.

 Monthly visibility of funded vacancies will also be in important tool to 
manage 2018/19 staffing budgets whilst carefully balancing the capacity 
required to deliver business needs.

 All Service Reviews will continue to be closely managed in consultation 
with recognised Trade Unions using the updated management of change 
procedures.

 The Externally provided Workforce Strategy Group will continue into 
2018/19 following its success in 2017/18 where marginal costs were 
managed and reduced by 35% (exceeding the 20% 2017/18 target).
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Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

3

Absence Management 

 Although 2017/18 year end employee absence did not fully 
achieve the Council’s ambitious target of 8 working days lost per 
person, around 90% of all staff achieved full attendance (ie zero 
absence) each month. The year-end absence rate of 11.92 
working days lost was a 10% improvement on the March 2017 
levels and has received significant positive scrutiny.

 The detailed absence action plan continued with comprehensive 
analysis of Absence patterns during the quarter which has 
identified trends for more targeted work with a series of 
mandatory absence management training for managers held. 
92% of managers attended the training by 31 March 2018.

 The AD complex case panel has been effective with all cases 
considered having resolution plans in place. 

 Scrutiny Management Board, Audit & Assurance Committee and 
CMT all received detailed absence updates during quarter 4 to 
maintain corporate focus, challenge and drive with positive 
feedback received.

Absence Management 

 A focus on absence and attendance will continue across all areas, with 
monthly reporting to Directorate Management Team and Corporate 
Management Team continuing.

 Deep dive’ absence clinics at Assistant Director and Senior Manager 
level to address longer term complex cases with the support of the 
Council’s Employee Health & Wellbeing professionals will continue. 

 Scrutiny Management Board will receive an update on long term 
sickness absence at its meeting in Quarter 1.

 The Workforce Plan 2018-2022 will have a significant focus on staff 
wellbeing and engagement, with initiatives intended to positively affect 
workplace attendance and staff wellbeing, reducing absence as an 
outcome.

Having 
adequate 
workforce 
plans, 
capacity 
and skills 
in place.

 

Workforce Sustainability & delivery of the workforce strategy 

 The workforce skills framework has progressed in the areas of 

- workforce  and succession planning; 
- training & development needs of staff across the Authority; 
- a revised and targeted Leadership and Management 

development programme;
- developing and agreeing annual workforce training plans for 

each Directorate;
- member induction, training & development.  

 Staff & Member Training & Development - planning for the 
next phase of leadership, management and governance training 
has taken place. The Elected Member training programme has 
taken place following the May 2017 County Council elections.

Workforce Sustainability & delivery of the workforce strategy

 Workforce Plan 2018-2022 – Significant engagement and consultation 
on the 2018-2022 Workforce Plan has progressed and the Working 
Group is on track to present the Workforce Plan and associated 
Workforce Plan Delivery Plan to the June 2018 Cabinet for 
consideration, which will be aligned to the Council Plan and MTFP 
strategies considered by Full Council in February 2018.  

 Staff & Member Training & Development
       
       The final phase of Member Induction has been delivered and Member 

Individual Development Plans are being undertaken. 
   

31



Appendix 2 QUARTER 4 - REGISTER OF CORPORATE RISKS

4

 Recruitment & Succession Planning – There have been some 
successes converting Children social workers from EPWs to 
substantive staff however further challenges remain and work is 
ongoing to recruit to specific service areas and new approaches 
to recruitment have been developed, alongside succession 
planning given the Council’s ageing workforce.  

 Apprenticeship Programme  

The apprenticeship programme has continued during Quarter 4 
with a total of 200 apprentices in place by the end of the year 
against our target of 250 apprenticeships  Work continues to be 
undertaken in order to match learners needs and training and 
qualification provision to maximise the apprenticeship levy and 
support the delivery of the workforce plan.  The recruitment 
process for the first 70 apprenticeships in 2018/19 has 
commenced. The Programme Board continues to oversee this 
programme of work.

 Recruitment & Succession Planning

A strategic approach to further develop Council-wide succession         
planning requirements including a plan to recruit to ‘hard to fill’ posts and 
reduce the reliance on costly Externally Provided Workforce will continue 
and will be included in the Workforce Plan 2018 – 2022 considerations. 

Apprenticeship Programme 

The apprenticeship programme will continue to be rolled out to meet the 
Council target of an average 250 apprenticeships over the four years 
from 2017/18. The overall programme progresses with regular updates 
provided to elected members.

The recruitment process for the next cohort of apprenticeships will be 
completed during Q1 2018/19.

Digital Strategy & Service Centre 

 The Digital Strategy has been escalated and included within a 
work stream of the Customer Programme.

 Following our submission of a Digital Maturity Self-Assessment to 
the LGA, the results are being used to identify areas for 
increased collaboration with health, to support the technical 
elements of health and social care integration, inter-operability 
opportunities and challenges, programme prioritisation and the 
production of benchmarking data. This is taking place through a 
joint Information STP Digital Care Board

 The test site for the refreshed Council website has been 
developed in Q4 and will form the basis for user testing.

 Governance arrangements and a detailed project plan for the 
implementation of the new Customer Digital Platform has been 
developed and is now in place.

 An Improvement Plan in relation to the administration of Blue 
Badges has been developed and implemented.

Digital Strategy & Service Centre 

 Using HIMS system feedback, a project continues to further develop the 
system and improve the user experience. 

 On-line transactions will continue to be promoted to drive down cost and 
improve customer access. 

 The Digital workstream of the Customer Programme will be formulated to 
support improvements in a range of service include Registrars, 
Highways, and Customer Complaints.

 The functionality and design of the refreshed Council website will be the 
subject of user testing and engagement in Q1

 Workshops will be held to further refine the scope and the detailed 
implementation programme for the new Digital Platform.

 The digital approach to service delivery, customer focus and process 
efficiencies will be incorporated into the Council Plan Delivery Plan, 
Customer Strategy and ICT Plan
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3. FAILURE TO MEET REGULATORY STANDARDS OF THE CQC – Catherine 
Whalley & Joanne Atkinson

Q4 RISK RATING
Impact v likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

20 15

As a registered provider and commissioner of care, there is a risk that the County Council and other care providers fail 
to meet the regulatory standards as set out by the Care Quality Commission, caused by problems recruiting and 
retaining care staff and managers and failure to deliver the quality of standards; resulting in the Council failing to meet its 
legal requirements as a registered provider and failing to meet its duties under the Care Act of the commissioner to provide 
a sustainable care market, resulting in legal action, reputational damage, and a potential loss of provision in Cumbria across 
sectors.

4 5 5 3

10 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Failure to 
deliver the 
quality of 
standards

Cumbria Care - Inspections  
 All residential homes have now been inspected against the new CQC 

standards, with the exception of one Supported Living service.   
 All facilities are functioning well and moving to a state of 

improvement.

 The same standards are applied to all service areas including 
regulated and non-regulated services. The performance data for all 
services are held centrally on the new Sharepoint site; allowing 
performance data, the results from external CQC inspections, the  
results of all Internal Audits and all associated action plans to be 
regularly reported and monitored at monthly Senior Management 
Team meetings.

 Managers have continued to carry out monthly service audits 
covering 16 separate areas across a 12 month period.    

 The Care Governance Board has continued to provide assurance that 
Cumbria Care has good governance arrangements in place and is 
equipped to meet all relevant standards.

Cumbria Care – Inspections
 The rolling programme of internal audits, including Infection 

Prevention and Control Audits, for all residential homes drives a 
continuous cycle of business improvement, with all audit results 
and actions plans being reported monthly at Extended Senior 
Management Team meetings. 

 The sharing of best practice from the care home rated     
‘outstanding’ continues so that other care homes embed this 
learning across all key areas. 

 Cumbria is in the process of introducing service user / customer 
quality checkers, who monitor the quality and performance of other 
services.   

Reablement
 The new model for delivering reablement has been operational since 

January 2017.

 Joint working is taking place across both North and South areas of 
the County to reduce the numbers of Delayed Transfers of Care 
linked to the reablement service.

 Activity is underway to aim to increase capacity in the independent 
sector market with increased capacity since last year. Clear issues 
remain re service demand and improved demand management 
will support the addressing of capacity issues within the service. 
Additionally, a continued recruitment drive to address vacancies 
within the service will aim to support an increase in capacity.
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Transformation & Staffing 

 The reconfiguration of residential homes has continued and work is 
ongoing with the new sites in Carlisle and Copeland.   

 The staff consultation in relation to the reconfiguration of residential 
services is currently on hold with discussions ongoing with Trade 
Union colleagues to discuss and negotiate any concerns.  

Transformation & Staffing 

 The reconfiguration of residential homes will continue to be 
discussed with Trade Unions and then staffing teams. 

 The Cumbria Care management structure is subject to continuous 
review as services continue to change. 

Problems  
recruiting 
and 
retaining 
care staff 
and 
managers Commissioning & the Independent Sector

Staff Recruitment & Retention Activity:

Commissioning Staff
 Restructuring of the commissioning function is near completion with 

only one vacancy left to fill internally. This team of staff are now in 
place and will work proactively to support improvements in care 
governance and quality.

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector is ongoing, including TV advertising.

Sustainable Market 
 One care provider has withdrawn from the marketplace however 

contingency measures are in place to engage another local provider. 

Alternative Delivery Models

 Independent providers continue to indicate staffing and financial 
pressures. The Council continues to consider options around 
contracting models and sustainability of the homecare market across 
the County, including a shift to a mixed economy of provision.

 Alternative contracting models for key areas of independent sector 
provision (residential and nursing care) are under review and a new 
shift based commissioning model has been approved for 
implementation across all six districts. 

 Work continues to develop a more mixed economy of provision for 
domiciliary care for consideration. This will include the independent 
sector and other statutory partners and will include the option of 
developing or extending in-house provision.

Commissioning & the Independent Sector

Staff Recruitment & Retention Activity:

Commissioning Staff
 It is anticipated that all commissioning staff will be in position for 

Quarter 1 and will focus on improving standards through quality 
improvement programmes.  

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector will continue to aim to address county and 
sector wide recruitment challenges. 

Sustainable Market 
 The Council continues to work closely with the Clinical 

Commissioning Group to develop more robust plans that will 
support developing a sustainable market.

Alternative Delivery Models

 The new alternative contracting model will be in place during this 
Quarter, it is a new service delivery model with block contract 
arrangements providing improved staff stability especially in rural 
areas and also targeting the areas of high demand linked to DToC
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Reviews

 Newton Europe, Health consultants, have been commissioned by 
health partners in the CCG and Hospital to review the current status 
of delayed transfer of care. The County Council will be participants in 
this work.

Reviews 
 During Quarter 1, Newton Europe Health consultants 

commissioned by health partners in the CCG will be reviewing the 
current level of demand on the service and how to manage the 
level of need and consequently refine medium term planning. The 
County Council will participate where appropriate.
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4. FAILURE TO MEET CARE NEEDS & DELIVER CONTINUITY OF CARE  - Joanne 
Atkinson

Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

16 15

There is a risk that the Council is unable to meet care needs and deliver continuity of care caused by insufficient 
capacity in the care market due to increased demand, market challenges, geographical challenges, overall lack of capacity 
across the system which has already led in some areas to external market failure.                                                       

Problems with overall capacity and the challenge to recruit and retain staff and managers could result in an inability to 
deliver statutory care services and to meet statutory duties (as set out in the Care Act to ensure quality and capacity 
including for those people who organise or fund their own care). There is the potential for complaints, potential for 
reputational damage, potential of significant financial impact and potential to attract external attention or scrutiny.

4 4 5 3

8



Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Increased 
demand, 
market 
challenges 
and overall 
system 
capacity 
challenges 
including 
insufficient 
capacity in 
the care 
market 
(including  
problems 
recruiting or 
retaining staff 
and 
managers)

Capacity in the Care Market 

Staff Recruitment & Retention Activity:

Commissioning Staff
 Restructuring of the commissioning function is near completion 

with only one vacancy left to fill internally. This team of staff are 
now in place and will work proactively to support improvements in 
care governance and quality.

Care Staff
 The recruitment campaign between Cumbria Care and the 

Independent Sector is ongoing, including TV advertising.
 Through the Improved Better Care Fund, framework providers 

were awarded an 8% financial uplift to sustain the current position. 

System Review
 During Quarter 4, a whole system review was carried out by the 

Care Quality Commission who will report their findings in Quarter 1 
2018/19.

Capacity in the Care Market 

Staff Recruitment & Retention Activity:

Commissioning Staff
 It is anticipated that all commissioning staff will be in position for 

Quarter 1 and this will improve the Council’s ability to be proactive 
and directly support improvements in care governance and quality. 

Care Staff
 Additional funding will be in place during Quarter 1 through the 

Improved Better Care Fund (IBCF) and will help sustain the market.  
 The recruitment campaign between Cumbria Care and the 

Independent Sector will continue to aim to address county and 
sector wide recruitment challenges. 

Internal Audit
 An internal audit will take place during quarter 1 and will help drive 

further improvements.

Failure to 
deliver care 
services

Performance
 No concerns have been raise from the CQC
 No providers currently have problems

Performance
 The care governance and quality team will continue to audit and 

monitor performance working to improve standards. 
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Sustainability of Home Care Provision
 There is variability in the delivery of Home Care Provision due to 

issues of recruitment across the County

Sustainability of Home Care Provision
 Although this is a multi-contractor framework, there are single 

providers for fairly large geographical areas which pose some risks 
to the council. However this is in part mitigated by the number of 
other providers operating within these areas which the council could 
contract with were there to be a provider failure.
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5. POOR PERFORMANCE OF THE WASTE MANAGEMENT CONTRACT – A. Jones Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that the Authority’s strategic waste management contract does not deliver the services to the level 
required caused by poor contractor resourcing and non-delivery to contract specification resulting in reduced levels of 
service to the public and the Authority, non-compliance with statutory obligations and reputational damage to the Authority.

5 3 5 3

10


Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Poor 
contractor 
resourcing 
and non- 
delivery to 
contract 
specification 

1. Waste Contract Improvement Programme in place, the Senior Officer 
Programme Board, chaired by the Corporate Director Economy & Highways, 
continues to provide governance over the contract, 

During quarter 4: 
 Corporate Management Team & Lead Members were updated on the options 

for the mitigation of financial risk and resolution of the historical disputes. 
 Development of the proactive maintenance programme continues with 

Renewi.
 Meetings held between Renewi’s Managing Director and the Corporate 

Director Economy & Highways to progress relationship development and 
resolution of issues. 

 Both resources parks operated effectively during Quarter 4, producing 
recovered fuel and extracting recyclates. However, the market for both 
products remains depressed and the Council continued to work with Renewi 
to secure a longer term contract for the fuel offtake, and mitigate financial 
pressures going forward.

2. The Waste operations team continues to monitor performance closely in line 
with the contracted performance criteria: 
 For the fourth quarter running, no new disputed financial deductions have 

been applied. 
 Both resources parks have operated effectively during Quarter 4, producing 

recovered fuel and extracting recyclates.

3. Internal Audit has undertaken a review of the Programme Board activities. 

 A further update to Corporate Management Team & 
Lead Members will take place to consider the 
outcome of discussions with Renewi Senior 
Management. 
 

 A set of agreed maintenance metrics will be 
gathered by Renewi over the course of this quarter 
with a report to be reviewed by both parties within a 
month of the end of the quarter. This will be the initial 
product of the maintenance plan discussions. 

 The programme team will continue to work with the 
Internal Audit Service and other Corporate Risk 
Management initiatives to ensure the proper controls 
are in place for this programme. 

 The programme team will conduct an internal review 
of the programme strategy and risks to allow 
reconsideration of targets by the Executive Director.
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6. TRANSFORMING CARE  -  Joanne Atkinson Q4 RISK RATING
Impact x likelihood

15
Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that Cumbria CCG and CCC are unable to commission services and develop plans for the small 
number of service users with complex care needs, caused by not having assurances on financial resource transfer into 
the health economy in Cumbria. This could result in a significant financial pressure and reputational damage to CCC.

5 3 5 3
10 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Not having 
assurances 
on financial 
resource 
transfer into 
the health 
economy in 
Cumbria.

 Meetings have taken place between the Local Authority, CCG and 
other key health partners and an action plan has been agreed to 
address outstanding Continuing Health Care assessments. An 
outcome will be an increase in NHS funding and a decrease in local 
authority funding.

 The Local Authority has raised its concerns in relation to the “pooled 
fund” and how it functions with the CCG.

 Local Authority staff have been trained to ensure that any request to 
progress to a Continuing Health Care Assessment is appropriate.

 A small task and finish group has been established to take forward 
any outstanding work in relation both Section 117 and the “pooled 
fund”

 Progress in relation to addressing the outstanding issues in 
relation to Continuing Health Care will be monitored. 

 Work will continue to develop local policies and procedures that 
ensure organisations are operating within national frameworks 
and are discharging their statutory responsibilities. This will be 
undertaken through a small task and finish group,

 A review of the pooled fund arrangements is planned.

 A review of the position in relation to NHS Dowry’s will be 
completed 

 A Partnership Agreement will be developed that sets out partner 
expectations in relation to joint working.
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7. INADEQUATE INFORMATION GOVERNANCE – Paul Robinson & Alan Ratcliffe Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT

15 15

There is a risk that the Council breaches the Data Protection Act due to a loss of information, caused by ineffective 
data security, insecure data connectivity, insecure sharing arrangements with partners and external organisations, a cyber-
attack and a lack of awareness and training, resulting in financial and reputational damage.

3 5 3 5
12    

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Data network 
connectivity  The Council Public Services Network (PSN) re-accreditation was 

received during Quarter 4 following a time bound action plan to 
address identified vulnerabilities. 

 The Council is currently compliant with NHS IG Toolkit which uses a 
secure N3 link to transact patient/service user data through the 
STRATA system with NHS colleagues. The 2018/19 application has 
been submitted

 Audit and Assurance Committee considered a ‘deep dive’ into Cyber 
Security at its meeting in January 2018.

 The Council  has completed its annual resubmission for 
connectivity to the Health Care Services Network & IG Toolkit 
compliance

 The Council is in the process of refreshing its core systems and 
to increasing move towards Cloud storage. This approach will 
also be articulated in the new ICT Plan which is being developed 
and will be presented to Cabinet in June.

Data Security Mailroom

 Essential building work took place at the Records Management 
premises at Lord Street and deferred the wider roll out of the Digital 
Mailroom system into Quarter 4. This is now complete and a Digital 
Mail Room was implemented at Parkhouse from February 2018. 

General Data Protection Regulations (GDPR)

 The General Data Protection Regulations (GDPR) working group, 
chaired by the AD Transformation, meets weekly to progress the 
Councils GDPR delivery plan to ensure the Council meets the new 
regulation requirements by 25 May 2018. 

 Risk assessments of GDPR work streams took place during Quarter 
4 to identify gaps/resource requirements to meet project deadlines. 
The main area of risk was the Information Asset Register however 
additional capacity has been secured to assist and the register is 
progressing well. 

Mailroom

 No further action required

General Data Protection Regulations (GDPR)

 The Information Asset Register in on track to be completed by 25 
May 2018 with a full training and awareness programme planned 
as per national guidelines. The working group continues to meet 
weekly.

 A detailed communications plan is progressing with regular 
updates as part of the national campaign to ‘count down’ to 
implementation of the new legislation.
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 GDPR Training and awareness has also been a significant 
workstream and is on track as per the project plan.

 All data breaches and near misses have been considered by 
Corporate Governance Group to ensure lessons are learned and 
reminder training is issued.

Data sharing 
arrangements  An agreement remains in place allowing the Information Sharing 

Gateway (ISG) to be used to manage data sharing agreements 
(DSA) and privacy impact assessments (PIA) under the existing Data 
Protection Act 1998. 

 The council’s Data Protection Officer attends the ISG User Group 
and Expert Witness Panel at regular intervals to contribute to the 
development of GDPR compliance.

 To inform user awareness, internal web pages containing 
guidance and an alternative Data Protection Impact assessment 
Form have been developed and will be implemented alongside 
Privacy Impact Assessment and on-line date breech reporting 
system during Quarter 1.

 The internal Audit function will schedule a planned audit of the 
GDPR compliance as part of the 2018/19 audit plan following its 
national implementation.  

Training & 
awareness e-learning Information Security Training 

 An automated email reminder service now reminds employees when 
to refresh their annual Information Security e-learning Training. To 
date, this new system has been very successful with an increase on 
course completions to over 90% for ICT Users in Quarter 4.

Governance Training

 A revised Information Security e-learning training module was 
progressed and includes reference to GDPR as well as lessons 
learned from recent cyber-attacks. 

 Part 1 Governance Training continued for remaining managers 
during Quarter 4. Roll-out the Information Governance Training 
Programme – is now aligned with GDPR courses.

 A detailed Communications Plan is progressing as planned as 
part of the GDPR Project and national ‘countdown’ arrangement

 A new mandatory GDPR training programme launched in April 
2018 replacing and expanding on the previous Information 
Security eLearning refresh and national GDPR campaign.

 A number of wider training following the Amey Lessons Learned 
Report continue for example contract management and risk 
management training will further strengthen governance, data 
quality and risk management arrangements .
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8. CYBER THREAT /CYBER ATTACK  - Alan Ratcliffe Q4 RISK RATING
Impact x likelihood 15

Previous 
quarter

Current 
quarter

Target DOT
15 15

There is a risk that Cumbria County Council and Partners will experience a Cyber Incident caused by malicious intent 
that impacts on our ability to undertake normal duties and to provide services to the public and results in financial, service and 
reputational damage.
The risk rating has been reviewed during Quarter 4 and remains at 15. The likelihood of national and international cyber-
attacks has not abated and, if anything, remains a real threat as per GCHQ & NCSC guidance.

5 3 5 3

 
10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

The Failure to adequately 
control internal and external 
access to our ICT networks, 
systems and equipment

Continued use of non-
supported legacy software 
and applications

Ineffective BC and incident 
response arrangements

Poor awareness training and 
lack of engagement

Insufficient staff resources

Lack of engagement with 
Cyber security partners and 
organisations for example 
NW WARP & National Cyber 
Security Centre (NCSC)

 The Council’s annual Public Services Network (PSN) re-
accreditation was received during Quarter 4 following a   
time bound action plan to address identified network 
vulnerabilities. 

 The project plan to prepare for the move of our primary 
data centre into Cumbria House is now well under way. 

 To further improve our cyber security measures, the 
Council has aligned our Domain Name System Service 
(this service blocks access to websites) with the National 
Cyber Security Centre (NCSC). 

 To assist in monitoring our ICT networks and systems, 
various monitoring tools have been identified for use.

 A revised Information Security e-learning training module 
has now been uploaded onto In touch. This training now 
includes reference to GDPR as well as lessons learned 
from recent cyber-attacks. 

 An automated email reminder service continues to 
successfully remind employees to refresh their annual 
Information Security e-learning Training. 

 At the January meeting of the Audit and Assurance 
Committee a ‘deep dive’ into Cyber Security took place. 

 The Council has successfully completed its annual IG Toolkit 
resubmission for connectivity to the Health Care Services 
Network (N3) and continues to address any outstanding 
activities.  

 A programme of work will commence during this Quarter to 
identify system vulnerabilities. 

 Liaison with regional and national cyber security Partners 
continues, along with implementation of best practice, 
national guidance, ICT security patching and preventative 
measures.

 Development of the ICT Business Continuity Plan continues 
and is part of the GDPR implementation plan.

 An Engineering Apprentice will join the Data Security Team 
in April 2018 to increase capacity to proactively address 
security issues.  

 Increased co-operation with NHS on Cyber Security 
initiatives.

 Increasing proactive engagement with iNETWORK, NW 
WARP, NCSC & Action Fraud.
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9. NON DELIVERY OF MTFP SAVINGS  - Julie Crellin Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT

12 12

There is a risk that the Medium Term Financial Plan savings required for 2017/18 - 2019/20 are not delivered caused by 
uncertainty as to the scale of savings, insufficiently robust savings plans being drawn up and slippage in delivery of in year 
savings proposals in 2017/18 in particular, resulting in significant budget overspends, unsustainable drawing on reserves, and 
severe emergency savings measures needing to be taken. 4 3 4 3 10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Uncertainty as to 
the scale of 
savings.  

Report on the ‘Draft Revenue Budget 2018/19 and Medium 
Term Financial Plan (2018 - 2022) and Draft Capital 
Programme (2018 - 2023)’ presented to Council on 15th 
February 2018. At this meeting Members agreed the 2018/19 
Budget and 2018 – 2022 MTFP.

The report set out the Budget Gap for 2019 - 2022; a further 
£52m of savings will be required between 2019/20 to 2021/22.

Responded to the ‘Fair Funding Review - a review of relative 
needs and resources’ consultation on 12th March 2018. 

The Budget Planning process for 2019/20 continues to identify options to 
balance the 2019/20 budget and beyond.

Work continues updating MTFP assumptions; reviewing Government 
Announcements and utilising industry intelligence i.e. SCT Network etc. 
Sensitivity analysis will continue on existing MTFP assumptions; inflation 
assumptions, economic forecasts, Council Tax and Business Rates actuals, etc. 
to assess the impact on the budget gap in future years.

Insufficiently 
robust savings 
plans being 
drawn up.

The provisional outturn report (31st March 2018) to the June 
Cabinet meeting is an underspend of (£0.311m). This is an 
improvement of (£0.332m) since the reported Q3 (31st 
December 2017) net pressure of £0.021m. 

Although not all savings were achieved in year, steps have 
been taken to deliver them in 2018/19 or they have been 
reflected as additional pressures when the 2018/19 to 2021/22 
MTFP was approved by Council in February 18. Savings 
delivery in 2018/19 will continue to be monitored.  

Directorate Budget monitoring processes in place and reporting to CMT and 
Corporate Directors meetings monthly.

Reserves drawdown as planned as agreed in Budget (Minimum Revenue 
Provision etc).

Directorate arrangements in place to monitor and support the delivery of the 
2018/19 MTFP savings. 

Q1 forecast due to be reported to Cabinet in September 2018, monthly 
monitoring processes commenced in May for 2018/19 with CMT due to receive 
the May outturn report in early July. 
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10. INDUSTRIAL & EMPLOYEE RELATIONS – Paul Robinson Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT
12 12

There is a risk of employee disengagement, trade disputes and individual challenge; caused by the scale of the councils 
change agenda and the inability to manage change and effectively engage with employees and trade unions, resulting in 
significant adverse impact on morale, service delivery and productivity.
The overall risk score for Q4 has been assessed as the same as Q3 (4 impact v 3 likelihood) however there has been 
ongoing sensitivity of change across a number of projects that have required careful management and negotiation to 
minimise impacts for the County Council.

4 3 4 3
12 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Service Reviews 
 HR1 and the Joint Consultation Group (JCG) meetings continued to be 

held corporately and within most Directorates. Ongoing service 
reviews, issues of concern or disputes are carefully managed.

 Trade Unions continued to provide constructive challenge and support 
to the significant ongoing change programme. Green Book Trade 
Unions have raised concerns regarding reshaping activity and in 
particular some aspects of some reshaping proposals. Senior 
Management agreed a new management of change process to 
resolve the concerns via mutual negotiation with the Trade Unions. 
Teacher Trade Unions raised concerns regarding the Voluntary 
Redundancy scheme and negotiations have taken place to discuss all 
concerns with resolution plans where possible.

Service Reviews

 HR1 and JCG meetings will continue to be held corporately and 
within each Directorate during the next quarter in line with agreed 
framework and commitment to discuss any staffing related issues.  

 Any issues of concern are discussed promptly and proportionately 
with a commitment to review any policies of concern to negotiate 
an agreed position with Trade Union colleagues locally and 
regionally wherever required.   

Enterprise Act

 In autumn 2016, new legislation in the form of the Enterprise Act was 
introduced and has the potential to impact the Council by placing a 
cap on most types of payments related to exits, including voluntary 
and compulsory redundancy and severance payments.

 Employees have been made aware of the implications of ‘exit 
payment’ cap, however no further information has been received 
regarding the national changes at this stage. 

Enterprise Act

 The potential impact of the Enterprise Act will continue to be 
monitored and any changes included in Quarter 1 activity and risk 
report.

 Discussions with continue at the Corporate and County Council 
JCG meetings with Trade Union colleagues and appropriate 
communications plans implemented where required.

The scale of 
the Council’s 
change 
agenda & the 
inability to 
manage 
change and 
effectively  
engage with 
employees 
and trade 
unions

People Management Policy Updates

 A rolling programme of People Management policy refresh 
progressed to ensure policies remain up to date and fit for purpose. 
Discussions with Trade Unions continue to ensure appropriate 
engagement and consultation.

People Management Policy Updates

 The policy refresh programme will continue and any issues of 
concern discussed with Trade Unions to aim for mutual 
agreement.
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11. COMMISSIONING STRATEGY FOR ADULT SOCIAL CARE – Joanne Atkinson Q4 RISK RATING
Impact x likelihood 12

Previous 
quarter

Current 
quarter

Target DOT
12 12

There is a risk that the Council does not realise savings through the delivery of the its commissioning strategy for 
adult social care, caused by approaches to prevention not being effective or not being demonstrated to be effective, the 
pace of review of Day and Learning Disability Services not delivering expected outcomes, the scale and pace of delivery of 
the Extra Care Housing Programme and shift in balance of Residential Care provision, resulting in an inability to reduce 
demand for services, not diverting service users away from residential or nursing care, loss of confidence in the Council 
and significant financial pressure on the Council.

4 3 4 3
12 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Approaches to 
prevention not being 
effective or not being 
demonstrated to be 
effective

the pace of review of 
Day and Learning 
Disability Services 
not delivering 
expected outcome

the scale and pace of 
delivery of the Extra 
Care Housing 
Programme and shift 
in balance of 
Residential Care 
provision, resulting 
in an inability to 
reduce demand for 
services

Ongoing Reshaping of Services 

 Day Services engagement with Local Committees, Trade 
Unions, staff and the public have progressed during Quarter 4

 A report went to DMT and Cabinet in Quarter 4 with regard to 
new approaches to residential care.

 With regard to the Extra Care Housing (ECH) programme, in 
Quarter 4 we announced grant awards to start the first 
application of competitions under the framework.

Ongoing Reshaping of Services 

 Further work to be carried out through local area committees to 
develop services that are in line with the commissioning strategy

 The new residential care framework will be in place during quarter 
1. Work is still underway to ensure maximum  take-up from 
providers agreeing to be on the framework

 Applications made under Extra Care “grant programme” to 
progressed for recommended award decision.  Mini-
competitions for developments on Council owned sites 
planned once grant award decisions made.
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12. HEALTH & SOCIAL CARE INTEGRATION – Chris Jones-King   Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

15 10

There is a risk that plans to work with our partners within the NHS to develop integration of commissioning and 
provision are unsuccessful, caused by the recognised challenges faced by the combination of financial deficit, lack of 
capacity and capability within the NHS & CCC, aligned services not being effective and performance not improving.

5 3 5 2
15 

Causal 
Factors

Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

Financial 
deficit, lack of 
capacity and  
capability 
within the 
NHS & CCC

Three 
interrelated 
programmes 
of work 
remain in 
place to 
mitigate this 
risk; 

1. The Better 
Care Fund

2. The Better 
Care Together 
Programme 

3. the STP 
Programme for 
West, North & 
East Cumbria.

1.BETTER CARE FUND - Better Care Fund Plan
 The Better Care fund scheme owners and commissioners continued to 

assess the 2017/18 priorities.
 The Section 75 agreement has been formally agreed between 

Cumbria County Council & NHS.
 Jointly agreed metrics were developed and submitted to NHSE to 

assist the monitoring of Better Care Fund performance.
 Progress reports were provided to the Health & Wellbeing Board.

2.BETTER CARE TOGETHER
Better Care Together Programme/ Vanguard in the South 
 A joint approach to Workforce Development and Communications & 

Engagement has been developed.
 A Revised governance structure for the Lancashire & South Cumbria 

Sustainability & Transformation Partnership has been agreed.
 Work was undertaken for staff engagement across health and social 

care in South Cumbria regarding the next stage development of 
Integrated Care Communities.

3. WEST, NORTH & EAST CUMBRIA STP PROGRAMME   
 An Integrated Care Community workstream of the North Cumbria 

IHCS continued to develop and implement plans to have in place 
integrated health and care teams in each of the 8 ICCs in this work.  
The business case for phase1 of the proposals has been agreed

 Development of a system wide vision for integrated health and care in 
progress with staff engagement being delivered.

1.BETTER CARE FUND - Better Care Fund Plan
 2017/18 Year-end report will be considered by the Health & Well 

Being Board.
 A plan is being developed for the Better Care Fund 2018/19 and will 

be reported to the Health & Wellbeing Board.
 Discussion regarding the Section 75 agreement on the use of 

underspends is ongoing.
 Discussions will continue regarding joint priority areas for 

commissioning across North Cumbria.

2.BETTER CARE TOGETHER
 Further work being undertaken to develop framework fo development 

of ICCs in South Cumbria.
 Engagement mechanisms with Lancashire and South Cumbria ICS 

are being developed.
 Action plan from CQC review will inform further developmental work

3. WEST, NORTH & EAST CUMBRIA STP PROGRAMME   
 Discussion about the governance framework for the North Cumbria 

IHCS is being undertaken.
 The implementation of phase 1 of the ICC business case is being 

progressed.
 Staff and public engagement over vision for Integrated Health and 

Care System to be continued.
 Action plan from CQC review will inform further developmental work.
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13. SERIOUS FAILURE IN CHILDRENS SAFEGUARDING PROCEDURES  
 - Lynn Berryman

Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

15 10

There is a risk that there may be a serious failure in our safeguarding procedures caused by staff shortages, lack of 
resources, breakdown of partner relationships, policies and procedures not being clear or up to date, training and 
supervision being ineffective or protocols not being adhered to or understood, resulting in the death of a child, investigations 
carried out by various authorities, e.g. criminal & Serious Case Review, impact on morale of Cumbria & partners’ staff, a 
possible intervention, liabilities & financial cost (potential overspends) and impact on our reputation.
Due to the improvements in Practice, improved performance and validation of improvements from Ofsted the likelihood of 
this risk has reduced, reducing the score from 15 to 10.  

5 3 5 2
15 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

Staff shortages 
and lack of 
resources

 A Children’s’ Workforce Strategy is in place and was 
highlighted as exemplary by Ofsted Inspectors and continues 
to improve our staffing recruitment and retention approach.
 

 Whilst recruitment has been successful across the County, 
difficulties remain in the recruitment of experienced social 
workers and Managers for West Cumbria. 

 South and North districts are very close to being fully staffed 
with little use of EPW’s.  

Workforce Strategy 
 Work will continue collaboratively with NHS colleagues in relation to 

European recruitment opportunities, alongside our ongoing recruitment 
campaign.

Reshaping Services
 Work is underway to reshape how we deliver social work services to 

families living in West Cumbria. Consideration of caseloads and post 
being held by the North district and West Children Looked After living 
out of that district being held by North or South. 

Breakdown in 
Partner  
Relationships

 The multiagency Child and Adolescent Mental Health Service 
(CAMHS) Transformation Board is in place and continues to 
oversee an improved offer for all children and young people, 
including those who are looked after.

 Despite this being in place, there remains much to achieve in 
meeting the needs of our most vulnerable children for Initial 
Health Assessments, psychological assessments or 
therapeutic interventions as quickly as required. 

CAMHS
 We will continue to champion the needs of our Children Looked After to 

access the Multiagency Child and Adolescent Mental Health Service 
(CAMHS) and other mental health services as required.

Early Help Strategy & 0-9 Strategy
 Both the Early Help Strategy and 0-19 Strategy are in place however, 

they require further work to fully embed across Partnerships and there 
is a need to provide clearer focus on managing demand to reduce the 
number of CYP escalating to statutory intervention. 
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Strengthening 
the 
consistency of 
Practice: 

 Our continued improvement to practice in all areas was 
recognised by Ofsted Inspectors during the November 2017 
inspection. 

 Our Quality Assurance Framework was also highlighted as 
“good practice” by the Ofsted Inspectors during the November 
2017 inspection.

Signs of Safety: 
 Practice leads continue to receive coaching every 6-8wks to 

support implementation of Signs of Safety. 

 We now have an agreed Improvement Plan setting out how we will 
achieve the 10 recommendations from the Ofsted Inspection visit and 
how these will be implemented as part of our continued improvement 
journey.

 Service Plans will be directly related to key performance improvement 
including the recommendations from Ofsted 

 Our Quality Assurance Framework, the use of audits and supervision 
will remain a focus of attention as a key driver of best practice.

Signs of Safety:    
 The implementation of Signs of Safety will be enhanced through direct 

Assistant Director support now that we are no longer focused on Ofsted 
Inspection. 

 Phase 2 training implementation has been ongoing and will be 
completed by June’18.


Policies and 
procedures not 
being clear or 
up to date
&
Training and 
supervision 
being 
ineffective or 
protocols not 
being adhered 
to or 
understood

 Recommendations from Ofsted relating to policies have been 
included in the Improvement Plan and will be driven through 
the monitoring of targets. 

 Training and supervision have been monitored through the 
Workforce Practice Board and are directly related to staff and 
manager appraisals. 

IRO Service
 Ongoing work is underway to maintain high standards within 

our IRO service. 

 The senior managers of the IRO service are directly linked to 
continuous improvement through attendance at key Boards.

 Further training is being provided on key development issues for 
example; sexual abuse. Signs of Safety, Domestic abuse, graded care 
profile and a variety of Local Safeguarding Children’s Board (LSCB) 
events.  

IRO Service
 Key working relationships between IRO and district social work teams 

are being developed further to enhance the improvement journey and to 
strengthen management oversight. 

Ofsted 
Monitoring 
Visit feedback

 The conclusion of Ofsted’s Inspection of Children Services in 
November 2017 was an overall judgement of Requires 
Improvement’ and as such CCC is now lifted from 
intervention.

 The ‘Children’s Improvement Plan’ has been approved and is on track. 
It will be progressed with regular updates being reported to the LSCB, 
Corporate Parenting Board and DMT .It will also be submitted to Ofsted 
and Minister in May’18. 
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14. SERIOUS FAILURE IN PROTECTING ADULTS WITH CARE AND SUPPORT 
NEEDS FROM THE EXPERIENCE OR RISK OF ABUSE OR NEGLECT 
– Joanne Atkinson

Q4 RISK RATING
Impact x likelihood 10

Previous 
quarter

Current 
quarter

Target DOT

10 10

There is a risk that there may be a serious failure in protecting adults at risk of abuse or neglect caused by:
 a serious systems failure, resulting in multiple and systematic abuse or neglect in one or more provider organisations. 
 not adapting practices for enhanced requirements within the Care Act, especially in relation to neglect & self-neglect 
 policies and procedures not being clear or up to date,
 training and supervision being ineffective or inadequate
 protocols not being adhered to or understood, resulting in the serious injury or  death of an adult, or
 staff shortages: lack of capacity or capability 
Such a failure could result in serious harm to an individual or group, a Safeguarding Adults Review (SA) - with negative 
findings for CCC - investigations carried out by the Safeguarding Adults Board, and possible impact on the reputation of 
the authority.

5 2 5 2
10 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

CQC reports and 
improvement 
plans 

 An Internal Audit of the service was carried out in November & 
December 2017. 

 Concerns continue to be seen in the market place around the 
results of Care Quality Commission reports and the Council 
continues to work with independent providers to address these 
issues. 

 The draft internal audit report was received in January, with 
final audit report expected in February. The audit was rated 
as Partial Assurance and eight recommendations have been 
made. Many actions were already in progress that will 
address these recommendations.    

 We will continue to work with independent providers to 
address any issues being raised.

Implementation 
of the Care 
Act/Mental 
Capacity Act – 
Benchmarking, 
action plans, 
policies, 
procedures,  
protocols and 
practise

 The new Sharepoint site is now active that contains a variety of 
performance and quality assurance data.

  The new Care Governance Framework has been finalised. 

 Two members of staff have been trained on Tridion to enable the 
ongoing development and management of the new partnership 
website for the Safeguarding Adults Board.

 The new Independent Chair for Cumbria Safeguarding Adults Board 
is now in place and has chaired two board meeting to date. The 
chair has been meeting with Board members individually to improve 
their engagement with the overall aim of improve the effectiveness 
of the Board.

 The new Care Governance Framework will be approved by 
Directorate Management Team and the Safeguarding & Care 
Governance Board. 

 The partnership website for the Safeguarding Adults Board 
was approved for activation at the January Safeguarding 
Board.

 A development session for Board members was delivered 
January 30th meeting to formally review the strategic priorities 
of the Board. 
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Implementation 
of the Care 
Act/Mental 
Capacity Act – 
Benchmarking, 
action plans, 
policies, 
procedures,  
protocols and 
practise (cont)

Safeguarding Adults Review (SAR) Process

 The improvement plans in relation to SAR’s went to the Board in 
December and were approved. 

 The SAR process has been reviewed and strengthened to ensure 
that delays in response do not occur in the future. A new process 
and procedure has been drafted. .  

Deprivation of Liberty Safeguards (DOL’s)  

 The evaluation of Deprivation of Liberty Safeguards has been 
progressed during Quarter 3. 

Safeguarding Adults Review (SAR) Process

 The SAR process & procedure will go to the Board for sign off 
by members and will be followed through with a formal 
launch.

 During Quarter 4, there is a plan to engage with those 
families that the SAR’s relate to.  

Deprivation of Liberty Safeguards (DOL’s)  

 The performance reporting and activity relating to the 
Deprivation of Liberty Safeguards is still to be finalised. A 
draft performance report is planned to the January 30th 
DOL’s Steering Group and this will now be developed further 
following feedback.

Training, 
capacity & 
capability

 Following a formal review of the Directorate’s Commissioning 
structure, eight new Quality & Care Governance Officers have been 
recruited during Quarter 3 to strengthen the effectiveness of service 
delivery.

 Cross organisational strategic meetings have been taking place in 
the North and South of the county to develop a collaborative 
approach to Quality Monitoring.

 Safeguarding leads are represented at the Workforce Development 
Group and continue to work with colleagues across the Business 
Units to monitor uptake of safeguarding training.

 The Workforce Development Group has come up with a proposal for 
what will be included in a mandatory training profile to cover a 
variety of issues across the workforce. Once approved, Trent will be 
able to monitor training progress.   

 The quality and care governance function continues to drive 
improvements both internally and externally to ensure the 
Council meets the CQC regulatory standards. 

 The mandatory training profile will be singed off during 
Quarter 4 and training providers will be sourced externally.
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15. STANDARDS IN SECONDARY SCHOOLS – Dan Barton Q4 RISK RATING
Impact x likelihood 9

Previous 
quarter

Current 
quarter

Target DOT
9 9

There is a risk that standards in schools, in terms of OFSTED grading, could go down on average across 
the county caused by underperformance in schools; due to financial deficits, the quality of teaching and 
safeguarding standards. This could lead to OFSTED intervention in Cumbrian schools and reputational 
damage to schools and to the Council. 3 3 3 3

8 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate risk Planned 2018/19 Quarter 1 activity to mitigate risk

School 
Underperformance

Overall, school performance is showing improved outcomes and 
there is a net gain in terms of Ofsted grading. Further improvements 
will be driven through the combined efforts of both the Learning & 
Improvement Service and Cumbria Alliance of System Leaders CASL  

Learning & Improvement Service
 The capacity of the Learning & Improvement Service has 

increased using intervention and brokerage grants. This will 
provide further support to drive improvements of teaching 
standards and educational outcomes.

 The essential work of the L&I Service is conducted in full 
partnership with the developing Cumbria Alliance of System 
Leaders (CASL).

CASL (Cumbria Alliance of System Leaders) & LASL (Local 
Alliance of System Leaders) activity

Both CASL & LASL’s is a structure which supports the improvement 
work throughout education settings in Cumbria.

 The first CASL meeting took place in January 2018 under the 
chairmanship of the new Assistant Director – Early Help & 
Learning. 

 All activities of this group are now under review to improve it’s 
overall effectiveness. Work has started to refocus the group in 
the following areas:

o Work has started to refresh the terms of reference, aims and 

Learning & Improvement Service

 The L&I service will continue to focus on the quality and 
consistency of Leadership & Governance within schools.

 Having carried out self- assessments, those schools who have 
been rated as ‘Requires Improvement’ will be supported by the 
Learning & Improvement Service to develop an improvement plan 
to address the specific causes of the performance issues.   

CASL (Cumbria Alliance of System Leaders) & LASL (Local 
Alliance of System Leaders) activity
 CASL will continue to meet monthly over the next 6 months to 

improve the pace of change and support for schools.   

 During this quarter, LASL chairs will be engaging with groups of 
schools (known as clusters) to present the renewed vision and to 
discuss the operations plan for the Learning & Improvement 
Service.   
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objectives for the group

o Business support is in place to help revise the CASL website 
and improve web presence

o A communications plan and strategy is also being developed 
to improve engagement and relations with schools.

Safeguarding  

 School Safeguarding lead officers are now in place. 

 The L&I Service have been involved in evaluating safeguarding 
practises in schools with an aim of increasing the quality and 
consistency of safeguarding practise across all schools.    

Alternative Provision of Special Educational Needs

 A report will now be delivered to May 2018 Cabinet outlining 
proposals for non-mainstream educational provision, the main risk 
to these proposals is the need to secure sustainable revenue 
funding from the High Needs Block, which is overspent. 
Proposals are being put forward on an invest to save model.

Safeguarding  

 The service will continue to support the network of School 
Safeguarding Lead Officers to enhance their visibility and to share 
learning across schools. 
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16. THE RADICALISATION OF YOUNG PEOPLE  - Steve Healey Q4 RISK RATING
Impact x likelihood 8

Previous 
quarter

Current 
quarter

Target DOT
8 8

There is a risk that young people in Cumbria will become radicalised or drawn into extremism, caused by a number 
of disruptive factors influencing their lives, resulting in potential negative impacts for young people and their communities.  

4 2 4 2
8 

Causal Factors Progress Headlines – 2017/18 Quarter 4 activity to mitigate 
risk

Planned 2018/19 Quarter 1 activity to mitigate risk

A number of 
disruptive 
factors 
influencing the 
lives of young 
people.

In our duty to 
“prevent people 
from being 
drawn into 
terrorism”, the 
Councils 
Prevent Strategy 
is focussed 
around three 
main stands of 
work.

The measures for this risk is driven by the Home Office Prevent 
Strategy, with a recent decision being taken that Local Authorities 
will now take the lead and local Police forces will provide a 
supporting role. 

1.Leadership Activity 
 The Contest Board is well established with the Police & Crime 

Commissioner as Chair

 The Prevent Group is also established with the Chief Fire 
Officer as Chair
o This is a Partnership Group and covers both Cumbria & 

Lancashire
o An thematic based action plan is in place to address 

improvements
o This group evaluates data and deals with referrals
o The Cumbria Prevent Board met in January 2018 to 

monitor progress against the key areas of the delivery 
plan

 The Channel Panel is established with Cumbria County 
Council chairing the monthly meetings. This is a recent 
leadership role change 
o There is a clear Channel process which is working well
o The safeguarding leads from Children’s Services and 

Health Care & Community Services chair Panel Channels, 
dependent on the age of the referral being discussed.

1.Leadership Activity 

 The Cumbria Prevent Board will meet quarterly to monitor progress 
against the key areas of the delivery plan:

o Partnership (Cumbria County Council Lead)

o Community Engagement and Involvement (Cumbria 

o County Council Lead)

o Risk Assessment/Management (Police Lead)

o Staff Training (Cumbria County Council Lead)

o Use of Resources (District Council Lead) 

o Children and Young People  (Local Safeguarding  

o Children’s Board (LSCB) Lead) 

 The Channel Panel will continue to meet monthly

 Government funding is now in place for 2018/19, with three extra 
staff planned to be in place across Cumbria & Lancashire to help 
improve engagement with the Home Office.  
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2. Partnership Working Activity 

 Regular ‘Cumbria specific’ threat/risk profile are shared with 
all relevant senior officers across all partner agencies. This is 
issued as a quarterly report to the Prevent Board and all other 
agencies.

 All Partners who attend the Channel Panels, have committed 
to a Partnership attendance agreement. 

2. Partnership Working Activity 

 All Partners will continue to collaborate with the aim of developing a 
cohesive and standard approach for implementing the delivery plan. 

 The latest Counter Terrorism Local Profile has been shared with all 
partners

 Discussions will begin with Lancashire and the Home Office to try 
and establish options for the delivery of Channel under Project 
Dovetail

3. Training & Developing Capability 
 The Cumbria Prevent Board Training & Development sub 

group is in place, using training professionals across Partners 
to develop a Training Framework. This document outlines the 
level of training required dependent on the specific roles 
carried out by Partner agencies.

 A Cumbrian Training Package with Cumbria Constabulary 
was agreed.

 Within Cumbria County Council, training has taken place 
through schools and other partners such as CASTL. The  
development of a suitable training package for schools is still 
ongoing.

 Three separate training packages have been developed and 
are designed to cover different depth of training dependent on 
people’s roles in this process:

1. Awareness Training
2. One hour Managers Training (the Home Office Package)
3. Two hour training package

3. Training & Developing Capability  

 ‘Prevent’ awareness raising will be made available to elected 
members during 2018/19

 Safeguarding officers within schools will also be provided with 
Prevent training using the train-the-trainer model of delivery. 

 A further event is planned to roll out the training package to partner 
organisations

A number of 
disruptive 
factors 
influencing the 
lives of young 
people.

In our duty to 
“prevent people 
from being 
drawn into 
terrorism”, the 
Councils 
Prevent Strategy 
is focussed 
around three 
main stands of 
work. (cont)

  

Incidents

 There have been a small number of further incidents this 
quarter and have been addressed through the Prevent 
processes.

Oversight & Scrutiny

 The Communities & Place Scrutiny Advisory Board will receive an 
annual update on the delivery of Prevent in Cumbria.

 The delivery of Prevent is currently subject to a review by internal 
audit.
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

A higher number of children looked after than in 
statistical neighbours

There is a risk that the Council is unable to reduce the 
number of Children Looked After below our statistical 
neighbours, caused by the ineffective delivery of the CLA 
strategy and programme of activities including, the need for 
improved edge of care services, supported reunification, 
effective case planning and management oversight, 
consistency of good practice and an effective, vigilant IRO 
service, resulting in the failure to meet the needs of the 
Children Looked After, overspend of the CLA budget and 
potential reputational damage to the Council.

To safeguard 
children and 
support families 
and schools so 
that all children in 
Cumbria can 
grow up in a safe 
environment, and 
can fulfil their 
potential

To deliver the Children Looked after Recovery Plan 

To safeguard children, and ensure that Cumbria is a great place to 
be a child and grow up, there is an opportunity to secure increased 
capacity and innovation following Cabinet agreement to seek a 
strategic partner/s to work with the Council.

The aim of the plan is to ensure that only those children requiring the 
care of the council are looked after and that when they do so they 
receive good quality services that meet their needs and leave care in 
a timely way.   

Governance has been refreshed and three work-streams identified to 
provide increased focus on each element;
 

1. ensuring the right children become looked after (this includes 
increasing the range and capacity of “edge of care” services); 

2. ensuring that children leave care in a timely way (this 
includes ensuring children move to adoption promptly, move 
between placements where this is appropriate e.g. residential 
to fostering; fostering to leaving care) and

3. thirdly commissioning internal adoption, fostering, residential 
and leaving care services. 

As a result, there will also be a reduction in the costs associated with 
independent fostering and external residential placements. 

Further cost reductions could be generated by increased capacity of 
foster carers and adopters.
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

Serious failure in Children’s Services safeguarding 
procedures.

There is a risk that there may be a serious failure in our 
safeguarding procedures caused by staff shortages, lack of 
resources, breakdown of partner relationships, policies and 
procedures not being clear or up to date, training and 
supervision being ineffective or protocols not being adhered 
to or understood, resulting in the death of a child, 
investigations carried out by various authorities, e.g. criminal 
& Serious Case Review, impact on morale of Cumbria & 
partners’ staff, a possible intervention, liabilities & financial 
cost (potential overspends) and impact on our reputation.

To Improve the Quality of Social Care Practise

To safeguard children, and ensure that Cumbria is a great place to 
be a child and grow up, there is an opportunity to Improve the quality 
of practice within Children’s Social Care to ensure the needs of the 
child are met at all times. Supervision, training and development, use 
of performance data, audit and working in partnership are examples 
of methodology in place to achieve this.
This will result in consistent application of practice standards across 
the services to deliver a more effective and efficient service, and to 
demonstrate continuous improvement and learning through feedback 
and sharing of good practise.

Standards in secondary schools
There is a risk that 2017/18 outcomes do not improve 
leading to Ofsted placing more schools in a category and 
reducing further the number of children attending good or 
outstanding schools. This could result in government 
intervention and reputational damage for the County Council.

To safeguard 
children and 
support families 
and schools so 
that all children in 
Cumbria can 
grow up in a safe 
environment, and 
can fulfil their 
potential

To Improve Standards in the County’s Schools

To ensure that Cumbria is a great place to be a child and grow up, 
there is an opportunity to support schools to improve standards, 
leadership, governance, and to improve the safeguarding of children 
by supporting the development of the Cumbrian Alliance of System 
Leaders (CASL), and maximising capital investment opportunities for 
our schools, focusing on those in greatest need. Resulting in an 
increased number of good and outstanding secondary schools, 
improved school standards, improved prospects of achievement from 
a modern learning environment, including more early –years through 
to post-16 pupils at or above  national average attainment levels, and 
improved safeguarding of pupils.   

56



Appendix 3 Quarter 4: 2017/18 Risks & Opportunities - by each Council Priority 

3

Corporate Risks Council Plan 
Priority

Corporate Opportunities

Health & Social Care Integration

There is a risk that plans to work with our partners within the 
NHS to develop integration of commissioning and provision 
are unsuccessful, caused by the recognised challenges 
faced by the combination of financial deficit, lack of capacity 
and capability within the NHS & CCC, resulting in efficiencies 
not being delivered, aligned services not being effective and 
a decline in performance.

To integrate Health and Social Care services

To promote Health & Wellbeing, there is an opportunity to Integrate 
Health and Social Care services.
Resulting in more elderly people remaining independent for longer, 
reducing unnecessary hospital admissions and delivering better 
outcomes for patients and service users.

Serious failure in protecting adults with care and 
support needs from the experience or risk of abuse or 
neglect.

There is a risk that there may be a serious failure in 
protecting adults at risk of abuse or neglect caused by:
 a serious systems failure, resulting in multiple and 

systematic abuse or neglect in one or more provider 
organisations. 

 not adapting practices for enhanced requirements within 
the Care Act, especially in relation to neglect & self-
neglect 

 policies and procedures not being clear or up to date,
  training and supervision being ineffective or inadequate
 protocols not being adhered to or understood, resulting in 

the serious injury or  death of an adult, or
  staff shortages: lack of capacity or capability 
Such a failure could result in serious harm to an individual or 
group, a Safeguarding Adults Review - with negative findings 
for CCC - investigations carried out by the Safeguarding 
Adults Board, and possible impact on the reputation of the 
authority

To support older, 
disabled and 
vulnerable people 
to live 
independent and 
healthy lives

To make safeguarding a person centred experience  

Making safeguarding a person centred experience and outcome 
focused will enable individuals to engage with the safeguarding 
process in a way that enhances involvement, choice and control as 
well as improving quality of life, wellbeing and safety.
 
The introduction of the competence based Safeguarding Passport 
will contribute towards a well trained staff group delivering 
professional personalised health and care services in the most 
effective and efficient manner possible.  
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

Failure to meet care needs and deliver continuity of care 

There is a risk that the Council is unable to meet care needs 
and deliver continuity of care caused by insufficient capacity 
in the care markets due to problems recruiting or retaining 
staff and managers, resulting in an inability to deliver 
statutory care services and to meet statutory duties (as set 
out in the Care Act to ensure quality and capacity including 
for those people who organise or fund their own care), 
potential complaints, reputational damage and significant 
financial impact.

To put Public Health at the heart of community development

To promote Health & Wellbeing, there is an opportunity to put Public 
Health at the heart of community development and community 
resilience, through more effective area planning and asset based 
community planning, resulting in longer term improvement to the 
health and well-being of Cumbrian’s and a reduced demand for 
services.

Transforming Care
There is a risk that Cumbria CCG and CCC are unable to 
commission services and develop plans for the small number 
of service users with complex care needs, caused by not 
having assurances on financial resource transfer into the 
health economy in Cumbria.
This could result in a significant financial pressure and 
reputational damage to CCC.

To be a Public Health focused organisation

To promote Health & Wellbeing, there is an opportunity for the 
Council to recognised as a Public Health focused organisation, 
through all parts of the organisation working together to tackle public 
health challenges in Cumbria, resulting in long term improvement to 
the health and well-being of Cumbrian’s and an improved reputation 
for the Council.

Commissioning Strategy for Adult Social Care
There is a risk that the Council does not realise savings 
through the delivery of the its commissioning strategy for 
adult social care, caused by approaches to prevention not 
being effective or not being  demonstrated to be effective, 
the pace of review of Day and Learning Disability Services 
not delivering expected outcomes, the scale and pace of 
delivery of the Extra Care Housing Programme and shift in 
balance of Residential Care provision, resulting in an inability 
to reduce demand for services, not diverting service users 
away from residential or nursing care, loss of confidence in 
the Council and significant financial pressure on the Council.

To support older, 
disabled and 
vulnerable people 
to live 
independent and 
healthy lives

To influence the lifestyles of Cumbria’s population

To promote Health & Wellbeing, there is an opportunity for the 
Council to influence the lifestyles of Cumbria’s population, through all 
parts of the organisation and the wider system, impacting positively 
on the health and well-being of older people and resulting in healthy 
ageing for Cumbrians.
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

To support older, 
disabled and 
vulnerable people 
to live 
independent and 
healthy lives

To prevent people from losing their independence
To support older and vulnerable people to live independent and 
healthy lives, there is an opportunity to prevent people from losing 
their independence, ensure people have a choice and control over 
the service provided, protect them from harm and work with partners 
to combine health and social care needs.
Resulting in well trained staff delivering professional personalised 
health and care services in the most effective and efficient manner 
possible – proving good quality care, to a consistent standard.
To engage and work with communities 
To enable communities to live safely and shape services locally, 
there is an opportunity to engage and work with communities, 
elected members, the third sector and other partners to modernise 
and reshape the delivery of community services, moving away from 
an area planning to an area working model. 
All area Managers are now in place and 2015/16 will see a move to 
implement a service hub model and transform the way services are 
delivered, resulting in an improved capacity and resilience within the 
community to develop and deliver alternative models for the re-
provision of services while reducing the cost of service provision 
overall.

The radicalisation of young people 

There is a risk that young people in Cumbria will become 
radicalised or drawn into extremism, caused by a number of 
disruptive factors influencing their lives, resulting in potential 
negative impacts for young people and their communities.  

To enable 
communities to 
help shape their 
local services, 
promote health 
and wellbeing 
and support those 
in poverty

To improve connectivity and accessibility by working with 
communities
To provide well maintained highways and transport network and 
maximise new investment there is an opportunity to improve 
connectivity and accessibility by working with communities and the 
third sector and through national refranchising investment 
programmes to develop sustainable transport solutions, improve 
infrastructure and connectivity throughout Cumbria and the North 
West and continue to work with the rail industry to secure service 
and infrastructure improvements.
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

To enable 
communities to 
help shape their 
local services, 
promote health 
and wellbeing 
and support those 
in poverty

To build climate resilient communities

To protect and enhance Cumbria’s world class environment there is 
an opportunity to build climate resilient communities and lessen the 
impact of our activities on communities and the environment. 
In October 2014, Cabinet agreed for the county council to adopt the 
Local Government Association (LGA) Climate Local Commitment as 
a framework to identify energy opportunities and build climate 
resilient communities.    The framework has been purposely 
designed to help councils deliver their existing programmes rather 
than new reporting burdens. 
This would result in a reduced carbon footprint; more energy efficient 
properties, more efficient use of vehicles & increased use of ICT to 
reduce the need to travel, and help the authority to achieve a cost 
saving and meeting our Carbon Reduction Commitment.

To Provide a safe 
and well 
managed 
highways 
network, secure 
infrastructure 
improvements 
and support local 
economic growth.

Industrial Strategy

There is an opportunity to influence the further development of the 
UK’s new Industrial Strategy and promote interventions to support 
economic growth in Cumbria, driven by the need for the Council to 
respond to the governments consultation on the IS green paper,  
securing funding and the best overall improvements that maximise 
Cumbria’s economic potential. 

Inadequate Information Governance 
There is a risk that the Council breaches the Data Protection 
Act due to a loss of information, caused by ineffective data 
security, insecure data connectivity, insecure sharing 
arrangements with partners and external organisations, a 
cyber-attack, and a lack of awareness and training, resulting 
in financial and reputational damage.

To be a modern 
and efficient 
council

To commission and procure services more efficiently
To be a modern and efficient Council, there is an opportunity to 
commission and procure services in a more efficient way, resulting in 
increased effectiveness, delivery of efficiency savings, improved 
consistency & compliance with strategy and reduced contract 
expenditure.
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Corporate Risks Council Plan 
Priority

Corporate Opportunities

Industrial and employee relations

There is a risk of employee disengagement, trade disputes, 
and individual challenge; caused by the scale of the councils 
change agenda and the inability to manage change and 
effectively engage with employees and trade unions, 
resulting in significant adverse impact on morale, service 
delivery and productivity.

Reformed Apprenticeship Scheme 

There is an opportunity to develop our workforce at all levels and to 
provide opportunities for both existing staff and young people to 
meet the future needs of the Council and to help fill critical skills gaps 
and hard to fill posts, driven by recent apprenticeship reforms and 
leading to a more flexible, agile and suitably skilled workforce that 
supports the delivery of Council priorities.

Poor performance of the Waste Management contract

There is a risk that the Authority’s strategic waste 
management contract does not deliver the services to the 
level required caused by poor contract resourcing and non- 
delivery to contract specification resulting in reduced levels 
of service to the public and the Authority, non-compliance 
with statutory obligations and reputational damage to the 
Authority.

To be a modern 
and efficient 
council

New model of waste & recycling collections 

There is an opportunity to develop a single system approach to 
waste and recycling collections across the County, driven by the 
need for greater consistency across District Councils, resulting in 
reduced costs and improved service delivery to service users.

Non delivery of Medium Term Financial Plan savings

There is a risk that the Medium Term Financial Plan savings 
required for 2017/18 - 2019/20 are not delivered caused by 
uncertainty as to the scale of savings, insufficiently robust 
savings plans being drawn up and slippage in delivery of in 
year savings proposals in 2017/18 in particular, resulting in 
significant budget overspends, unsustainable drawing on 
reserves, and severe emergency savings measures needing 
to be taken.

To be a modern 
and efficient 
council

To make our internal support services more efficient.

To be a modern and efficient Council, there is an opportunity to 
make our internal support services more efficient.
Resulting in service delivery optimisation, efficiency savings, 
improved data and information governance, business continuity and 
increased user satisfaction.
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Appendix 3 Quarter 4: 2017/18 Risks & Opportunities - by each Council Priority 

8

Corporate Risks Council Plan 
Priority

Corporate Opportunities

Reshaping the Council

There is a risk that the Council will not be sufficiently radical 
or innovative to transform services at the required pace to 
achieve the scale of change required for the current & future 
needs of the Council, our service users and the financial 
targets in the Medium Term Financial Plan. 

Without the required workforce plans, capacity and skills in 
place, or insufficient drive to support and deliver a financially 
sustainable organisation, there is a risk that change 
opportunities will be missed and this could result in not 
meeting the needs of service users or not delivering a 
balanced budget.

To build a new technical platform

To be a modern and efficient Council and to support Reshaping the 
Council, there is an opportunity to build a new technical platform that 
will drive a wide range of business changes and improvements and 
improve our capability to support wider organisation change.

Resulting in increased staff mobility by switching to ‘smart’ 
technologies, enhanced information sharing by using a common 
information repository and enhanced communication through the use 
of person to person video and collaboration tools.

Cyber Threat

There is a risk that Cumbria County Council and Partners will 
experience a Cyber Incident caused by malicious intent that 
impacts on our ability to undertake normal duties and to 
provide services to the public and results in financial, service 
and reputational damage.

To be a modern 
and efficient 
council

To ensure that broadband is rolled out across the County in a 
timely manner

To promote sustainable economic growth, and create jobs there is 
an opportunity to ensure that broadband is rolled out across the 
County in a timely manner.

Resulting in the effective and timely delivery of this programme and 
improved reputation of the County Council, as well as provide 
broadband services to 100% of domestic and business properties of 
which 93% will be superfast broadband.
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Executive Director – Corporate, Customer and 
Community Services

ANNUAL GOVERNANCE STATEMENT: 2017/18 ACTION 
PLAN PROGRESS REPORT

1.0 EXECUTIVE SUMMARY

1.1 On 25 September 2017, members of the Audit and Assurance 
Committee approved the Annual Governance Statement for 2017/18. 
The Statement highlighted governance issues that were considered to 
be significant, with actions to tackle those issues set out in an 
associated Action Plan for 2017/18.

1.2  This report presents a progress update on the 2017/18 Action Plan.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The corporate governance framework comprises the systems and 
processes, and culture and values, by which the Council is directed 
and controlled and through which we account to, engage with and 
where appropriate, lead the community.  It sets the framework by which 
the Council is managed and operates.  The Annual Governance 
Statement is a key document providing an assessment of the 
governance arrangements operating in the financial year and 
identifying governance issues for action in the future.  

2.2 There are no specific equalities issues arising in relation to publication 
of the Annual Governance Statement or delivery of the associated 
Action Plan.

3.0 RECOMMENDATION

3.1 Members are asked to note the progress made and the prospects for 
addressing the issues set out in the 2017/18 Annual Governance 
Statement Action Plan presented in Appendix 1.
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4.0 BACKGROUND

4.1 Definition of a Significant Corporate Governance Issue:
4.2 The Council recognises that some issues are of more corporate significance 

than others and, in the main, issues will properly be addressed by the 
relevant Assistant Directors through their Service Plans. However, significant 
corporate governance issues require appropriate action plans and are 
therefore reported within the Corporate Governance Action Plan at a 
corporate level (i.e. through the Corporate Management Team and Elected 
Members).

4.3 The Council’s definition of a significant governance issue is as follows:-

 It has significantly prejudiced or prevented achievement of a 
principal objective;

 It has resulted in the need to seek additional funding to allow it to 
be resolved;

 It has required a significant diversion of resources;
 It has had a material impact on the accounts;
 It has been identified by the Audit and Assurance Committee as 

significant;
 It has resulted in significant public interest or has seriously 

damaged reputation;
 It has resulted in formal actions being taken by the Section 151 

Officer or Monitoring Officer;
 It has received significant adverse commentary in external or 

internal inspection reports that has not been able to be addressed 
in a timely manner.

4.4 The review of corporate governance 2016/17 identified two significant 
governance issues, which relate to Children’s Services and the Amey 
Litigation.  The Action Plan for 2017/18 sets out the work to be undertaken to 
manage these issues.  
Annual Governance Statement: 2017/18 Action Plan Update

4.5 At the last meeting of the Audit and Assurance Committee on 20th March, 
Members received an update on issue relating to Children’s Services 
Leadership and Governance.  

4.6 Following the Ofsted re-inspection in November 2017, the inspectors had 
reported that: “all local authority services for children in Cumbria have 
significantly improved and overall effectiveness now requires improvement to 
be good”.

4.7 As the Directions Notice has been lifted and plans continue to be in place to 
manage the improvement journey, Members of the Committee agreed the 
associated Governance Issue be closed. No update on this matter has 
therefore been included in this report.
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4.8 An update is provided on the significant governance issue relating to the 
Amey litigation case and the Lessons Learned Action Plan agreed by the 
Audit and Assurance Committee on 12 September 2017. It was agreed then 
that progress would be reported quarterly to the Committee as part of the 
reporting of progress on the AGS Action Plan. The third progress update to 
Audit and Assurance Committee on this aspect of the Action Plan is 
presented as Appendix 1 to this report.

4.9 The Amey Lessons Learned Action Plan was designed to ensure 
procedures, processes and reporting arrangements are in place and 
effective to ensure the Council better manages contract arrangements and 
any associated contract risks. If the Action Plan is successful, the Council 
will mitigate the risk of a significant contract failure occurring and avoid 
subsequent impacts for the County Council. 

4.10 Based on current reporting, all actions have either been delivered on time or 
on track to be delivered as per the dates outlined in the Action Plan. Routine 
progress reporting to ensure the strengthened arrangements are embedded 
will continue through CMT and to Elected Members during 2018/19.  

4.11 Key activity undertaken during the last quarter includes:
 delivery of contract management training to a significant number of 

staff
 delivery of risk management training to staff and elected Members
 progress with the development of the “Speak Up” policy including 

feedback from Trade Unions
 a view from Internal Audit that improvements have been made in 

addressing the range of issues identified for improvement in the 
Internal Audit Annual Report.

4.12 This embedding of strengthened governance arrangements and positive 
cultural change will continue to be an important part of the 2018/19 Internal 
Audit work programmes. The External Auditor will also be considering the 
Council’s Lessons Learned Action Plan progress as part of the work to report 
the Council’s annual Value for Money (VFM) conclusion. 

5.0 OPTIONS
5.1 There are two options for members to consider:

a) Members note and agree the progress to date is on target to address 
the governance issues included in the 2017/18 Annual Governance 
Statement Action Plan.

b) Members suggest further actions are required to improve the prospects 
of addressing the governance issues in the 2017/18 Annual 
Governance Action Plan.
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6.0 CONCLUSION
6.1 It is important that progress with the Annual Governance Statement Action 

Plan receives the appropriate oversight and monitoring at a corporate level 
through the Corporate Management Team and Elected Members. This 
report provides an overview of progress to date.

Dawn Roberts 
Executive Director – Corporate, Customer and Community Services
4 June 2018

APPENDICES

Appendix 1 – Annual Governance Statement Action Plan 2017-18

IMPLICATIONS

Staffing: *
Financial: *
Property: *
Electoral Division(s): *

*  Please remove whichever option is not applicable

Executive Decision No

Key Decision No

If a Key Decision, is the proposal published in the current Forward Plan? N/A

Is the decision exempt from call-in on grounds of urgency? No

N/AIf exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

NoHas this matter been considered by Overview and Scrutiny?
If so, give details below.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny

BACKGROUND PAPERS

No background papers

Contact: Helen Blake – Senior Manager Policy and Scrutiny 
helen.blake@cumbria.gov.uk
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AGS Amey Lessons Learned Action Plan Appendix 1

Corporate Governance Group 

Progress Update on Annual Governance Statement Action Plan 2017-18

Governance Issue – Amey Lessons Learned 
Description: Following the Amey Litigation the Council commissioned a Lessons Learned Report which highlighted a number of 
governance issues which would benefit from further strengthening. An Action Plan was agreed in response to the Lessons Learned 
Report which focuses on 4 strategic outcomes:

 Contracts are clear and robust, with effective and proportionate contract, performance and risk management arrangements in 
place

 Strong governance arrangements are in place for services delivered by external contract.
 The Council understands and effectively manages the risks, benefits and implications that disputes or litigation may present
 The Council has effective communications and stakeholder relationships in place when contracts escalate towards formal 

dispute.

It was agreed that progress with the Amey Action Plan would be reported to Audit and Assurance as part of the Annual Governance 
Statement updates.

Overall prospect of achieving sufficient progress with the governance issue in full by 31st March 2018:

At the end of March 2018 the Amey Lessons Learned Action Plan was progressing in line with the target dates.

Specific measurable actions to address the governance issue  - see action plan below
Lead Manager: Executive Director- Corporate, Customer and Community Services
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2

Strategic Outcome 1:

Contracts are clear and robust, with effective and proportionate contract, performance and risk management arrangements in place

All CD’s By 31st October 
2017

1(i) All ‘Significant Contracts’ 
(Defined by risk, value and impact), 
to be identified, and contract 
management arrangements 
reviewed. 

Officer time COMPLETED

“Effective Contract Management” Guidance and Procedure note have now 
been acted upon by Executive Directors, who have now identified their 
significant contracts based on the criteria of risk, value and impact. 

Review of contract management arrangements and risk is now taking place.

AD’s/ Lead 
Managers

By 31st January 
2018

1(ii) Implementation of single 
electronic system across the Council 
to capture all ‘Significant Contract’ 
management information relating to 
each contract, providing greater 
visibility of KPIs; start, end and 
extension dates, including contacts 
and supporting documentation such 
as risk logs and variation 
agreements.

Purchase of software 
(resource previously 
identified)

COMPLETE (UPDATE)

New corporate software system was awarded and is in place and operational 
with regards to ‘Significant Contracts’. 

Super user training (‘train the trainer’) of 12 key staff across directorates is 
occurring during March and early April 2018, with roll-out to approximately 80-
100 officers by 31 July 2018, to further strengthen organisational capability.

All CD’s Commence 31st 
January 2018 
(for Q3)

1(iii) All contracts regularly reviewed 
by Directorates through DMTs, 
resulting in quarterly exception 
reports and action plans, escalated 
to CMT.

Officer time ONGOING

“Effective Contract Management” Guidance and Procedure note has been 
issued to Corporate Directors and acted upon in relation to them identifying 
‘significant contracts’ and assessing their risk scores and associated 
mitigations.

The requirement has also been included in the Contract Procedure Rules 
approved at Council in January 2018.

Significant contract reviews have been undertaken by Directorates and CMT 
have now received two headline reports from directorates. The first on 21 
February 2018 and the second on 16 May 2018.  There have been no issues 
for escalation to CMT to date (Furthermore, individual contract risks have 
either remained the same or de-escalated).

AD Finance First report 
prepared by 
31st May 2018

1(iv) Annual summary of issues 
raised and assessment of agreed 
actions to support Assurance 
Framework, reported to CMT

Officer time ON TARGET

Summary Annual Report has been re-timetabled to March 2019.
The latest report to CMT from directorates took place on 16 May 2018 and to 
date, there have been no issues to escalate.   The revised date for an annual 
summary will allow a full 12 months of the new process to take place.

Strategic Business Assurance Framework adopted and in use by CMT from 
January 2018. This captures the outcomes of the contract reviews reported to 
CMT.

1 For existing 
significant 
contracts, 
ensure that 
contract 
management 
arrangements 
are robust, 
operating 
effectively and 
kept under 
regular review.

.

R1, R5, R7

AD Finance 
with AD 
Transformati
on 

From 31st 
October to 31st 
March 2018

1(v) Risk Mgt assessment 
undertaken (with external challenge 
from Zurich Municipal) of a limited 
number of the Council’s significant 
contracts.  Zurich Municipal 
methodology to be applied and 
rolled out by directorates

Officer time and 
capacity from Zurich, 
using support provided 
through existing 
insurance 
arrangements.

COMPLETED

Zurich Municipal carried out a review of the Commissioning, Procurement and 
Contract Management process on 18/19 January 2018. Three key contracts 
were included within this review.

The report has now been finalised, which includes a number of 
recommendations to further strengthen our arrangements.  An Action Plan 
will be developed, agreed and monitored.
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3

CD 
Resources 
and 
Transformati
on 

By 31st October 
2017

2(i) Process established to ensure 
contract ‘sign-off’ on all contract 
documents prior to formally 
procuring such, by relevant Assistant 
Director for commissioning.

Officer time COMPLETE (UPDATE)

“Effective Contract Management” Guidance and Procedure note has been 
issued to Corporate Directors and includes this process.

Process ‘sign-off’ as per paragraph 5.30 in the Contract Procedure Rules is 
taking place. Since 1 October 2017,  a total of 250 tender processes have 
been approved by Assistant Directors with commissioning responsibility in 
respect of each contract. This relates to 100% of tenders via Corporate 
Procurement team during this period

2 The Council 
must ensure 
there is 
appropriate 
senior 
oversight and 
approval of all 
new contracts 
prior to 
formally 
procuring such, 
in order to 
ensure that the 
scope of each 
contract is fit 
for purpose ie 
contractual 
terms and 
conditions, and 
specification 
(including KPI 
requirements)

R1

AD’s Prior to 
commissioning 
of each 
significant 
contract

2(ii) Dedicated resources to be 
identified for the commissioning of 
contracts ie commissioning 
operational, legal, financial and 
procurement, which may also 
include external specialist inputs at 
key stages in relation to complex 
and/or strategic/ high value contracts

Officer time (and 
external resources 
where appropriate)

ONGOING

“Effective Contract Management” Guidance and Procedure note have now 
been acted upon by Corporate Directors, who have now identified their 
significant contracts based on the criteria of risk, value and impact. 

As reported above, all tenders issued since 1 October have had Assistant 
Director level sign off following appropriate technical and specialist input69
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Strategic Outcome 1:

Contracts are clear and robust, with effective and proportionate contract, performance and risk management arrangements in place

All CD’s By 31st January 
2018

3(i) Contract review by Directors, as 
identified in Action 1 above, to 
include assessment of capacity and 
capability

Officer time COMPLETED

“Effective Contract Management” Guidance and Procedure note have now 
been acted upon by Corporate Directors, who have now identified their 
significant contracts based on the criteria of risk, value and impact. 

Review of contract management arrangements and risk has now taken place. 
Reports to CMT enable issues relating to capacity and capability to be 
identified and escalated as appropriate. 

All CD’s By 31st March 
2018

3(ii) Corporate  Training programme 
refreshed to incorporate lessons 
learned from Amey

Officer time COMPLETED

Corporate Governance Training programme has been established with two 
parts:
 Part 1: Generic training to build awareness and understanding of 

Governance.
 Part 2: Focused training on CCC Governance and constitution.

Amey Lessons Learned has been incorporated into future Part 1 Corporate 
Governance Training.

Specific presentations have been developed to assist with the training above 
and to cascade through DMTs.

3 Corporate 
Directors to 
ensure there is 
appropriate 
contract 
management 
capacity, 
capability and 
challenge to 
support both 
contract 
development 
and on-going 
contract 
management 
activities.

Where 3rd 
party oversees 
a Council 
contract, CMT 
to ensure roles 
and 
responsibilities 
are clear

R2a, R2b

All CD’s Commencing 
1st November 
2017 to 31st 
March 2018

3(iii) Two-day corporate Contract 
Management workshops 
programme to be delivered to a 
target group of approximately 60 
staff who undertake contract 
management on behalf of the 
organisation.

Delivered through 
existing Learning and 
Development Budget

COMPLETED

100 people have participated in Contract Management workshops, with an 
additional 19 requested by 4 June 2018. (Furthermore, a Member workshop 
has also taken place).
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Strategic Outcome 1:

Contracts are clear and robust, with effective and proportionate contract, performance and risk management arrangements in place

AD’s By 31st January 
2018

4(i) As per Actions 1 and 2 above, 
quarterly reviews of existing 
contracts to include assurance 
regarding KPI’s, risk and data 
quality arrangements 
(underperformance to be escalated 
to DMT, and then if appropriate, to 
CMT)  

Officer time COMPLETED

“Effective Contract Management” Guidance and Procedure note has now 
been acted upon by Corporate Directors, who have now identified their 
significant contracts based on the criteria of risk, value and impact. 

Review of contract management arrangements and risk is now taking place, 
with reports to CMT. These include contract performance and enable CMT to 
consider any areas where performance is a concern and review actions in 
place to improve. 

This will continue to be an ongoing process.

4 Performance 
and risk 
management 
arrangements 
are reviewed in 
relation to 
existing 
significant 
contracts. 
Review to 
include 
assurance that 
KPIs, risks and 
data quality 
arrangements 
are robust, 
effectively 
managed and 
reported in a 
timely manner 
to identify, 
challenge and 
resolve any 
underperforma
nce or issues 
of concern 
promptly.

R3a, R3b, 
R3c, R3d, 
R3e, R4, R5

AD’s By 31st March 
2018

4(ii) Delivery of risk management 
training, targeted at commissioning, 
procurement and contract 
management staff

Delivered through 
existing Learning and 
Development Budget

COMPLETED

Six Risk Management workshops were delivered to 84 commissioning, 
procurement and contract management staff between 19 – 29 March  in order 
to further strengthen organisational capability.

The opportunity 
to utilise the 
capacity and 
resources of 
its’ non-
executive 
members to be 
explored

R3a, R3b, 
R3c, R3d, 
R3e, R4, R5

AD 
Transformati
on

By 31st March 
2018

4(iii) Deliver programme of risk 
management training to Members

Use of capacity from 
Zurich for Member 
Training 

Member and Officer 
time

COMPLETED

On the morning of 28 March, Zurich Municipal delivered a Risk Management 
training session to 15 elected members.

In the afternoon of 28 March, the Senior Manager Corporate Procurement & 
Contract Management delivered a Procurement & Contract Management 
training session to 11 elected members.

Members provided positive feedback from both sessions.  

Both presentations were then circulated to those members who were not able 
to attend these sessions.
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Strategic Outcome 2:

Strong governance arrangements are in place for services delivered by external contract.

From 31st 
January 2018

5(i) Escalation through DMT to 
CMT process in place. Member 
involvement to follow as 
appropriate.

Officer time ONGOING

“Effective Contract Management” Guidance and Procedure note has now 
been acted upon by Corporate Directors, who have now identified their 
significant contracts based on the criteria of risk, value and impact. 

Review of contract management arrangements and risk is now taking place at 
DMTs and CMT accordingly.  

5 Engagement 
arrangements 
are improved 
so that the 
views of staff, 
members and 
partners at all 
levels are 
invited, in 
respect of 
contract 
delivery, 
promptly 
considered and 
responded to.

R5, R6 Chief 
Executive

By 1st April 2018 5(ii) Development of a ‘Speak Up 
Policy’ to supplement the 
whistleblowing procedure, aimed at 
encouraging staff and partners to 
raise issues of concern with senior 
managers in the Council in a safe 
environment

Officer time ON TARGET

Draft Speak Up Policy drafted and reviewed by CMT 29 November 2017. 

Feedback from TUs has now been received. Speak Up will be finalised and 
will be presented to Audit and Assurance Committee on 29 June 2018.  A 
communication plan will be developed to ensure staff are aware of the new 
approach.
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6(i) The Monitoring Officer is 
currently undertaking a review of 
the Council’s Governance 
arrangements.  The review will 
include a review of the Contract 
Procedure Rules and will take into 
account the recommendations of 
the Lessons Learned Report.

Officer and Member 
time

COMPLETED

Contract Procedure Rules were amended to take into account the 
recommendations from the Lessons Learned report and agreed at Council 
in January 2018.

These changes clarify and strengthen the Council’s regulations of contract 
management and disputes arising from contracts. 

6 The 
governance 
arrangements 
for 
commissioning, 
procurement 
and contract 
management 
activity are 
reviewed and 
communicated 
to appropriate 
officers and 
Members to 
ensure 
decisions are 
taken by the 
correct people 
at the correct 
time

R2b, R10 Monitoring 
Officer

By 31st March 
2018

6(ii) The review will form the basis 
of proposals to the Constitution 
Review Group to consider changes 
that it may want to recommend to 
full Council.  

Officer and Member 
time

COMPLETED

As above 6(i)

Ongoing 7(i) Follow up arrangements with 
regard to internal audit reports in 
place with an agreed action plan to 
respond to common themes raised 
in the annual audit report.

Officer time ONGOING

An action plan to respond to the common themes raised in the Annual 
Internal Audit report for 2016-17 was developed and agreed by CMT. It was 
presented to Audit and Assurance 

CMT receive a quarterly update on progress against the action plan and the 
first update was received was on 10 January 2018.   At this meeting it was 
noted that progress has been made in a number of areas. CMT agreed to 
ensure that the outcomes of audits were progressed in a timely way. The 
draft Internal Audit Annual Report for 2017/18 highlights that “The 
outcomes of audit follow ups have shown improvements since the 
original audits and in most cases the assurance opinion has 
increased. Where the assurance opinion has remained the same 
there was still evidence of progress on implementation of agreed 
actions.”

 
Ongoing 7(ii) In circumstances where follow 

up audits identify continuing issues, 
reporting to A&A Committee will be 
undertaken by ADs.

Officer and Member 
Time

ONGOING

The outcomes of follow up audits are reported in the quarterly report on the 
Audit Plan. Specific reports to Audit and Assurance Committee will be 
provided as necessary. 

7 Managers 
respond 
promptly to 
recommendatio
ns from internal 
and external 
Audit reports, 
peer reviews 
and lessons 
identified from 
project de-
briefs

R8a, R8b, 
R8c, R16

All CD’s

From 1st 
October 2017

7(iii) Action Plans in respect of 
Audit reports, peer reviews and 
major projects reported to DMTs, 
and escalation of significant 
findings to CMT to take place.

Officer time ONGOING

Business Managers have reviewed current arrangements to ensure that 
progress against actions identified and agreed to in Audit Reports are 
regularly and robustly reviewed at DMTs.  This work will continue to be 
embedded in directorates following the ELT reshaping that came into effect 
on 1 May 2018.
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8 Arrangements 
are in place to 
record key and 
other 
significant 
decisions, 
which clearly 
document the 
risks identified, 
advice 
received and 
the reasons for 
the decisions

R9 Monitoring 
Officer

30th September 
2017

8(i) Guidance and pro-formas to be 
developed describing the risks 
identified, legal and financial advice 
received and reason for decision.

Decisions log in place

Officer time COMPLETED

The Officer Decision Record process was agreed by CMT on 30 August 
2017, and has been implemented across directorates

The Monitoring Officer has requested monthly updates from Executive 
Directors.  
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Strategic Outcome 3:

The Council understands and effectively manages the risks, benefits and implications that disputes or litigation may present.

9 Risks, benefits, 
costs and 
potential 
consequences of 
decisions that 
may lead to 
disputes or 
litigation are fully 
considered and 
documented

R11, 
R13, R14

All CD’s As required 9(i) Report produced as part of 
escalation report to CMT in respect 
of formal contract disputes, (Advice 
from external advisers, as 
necessary).

Officer time and 
potential for additional 
resources required 
depending on need for 
specialist input

ONGOING

“Effective Contract Management” Guidance and Procedure note has been 
issued to Corporate Directors, and are now being used. See progress in 
relation to 1 (iii). 

The Officer Decision Record process (agreed by CMT on 30 August 2017) 
also provides Corporate Directors with a method to record decisions that 
they make in relation to issues requiring escalation

10 Where contract 
risks emerge 
which cannot be 
mitigated, or 
disputes arise 
which require 
formal escalation, 
clear, effective 
and timely 
arrangements are 
in place to ensure 
the best outcome 
for the Council, 
and approach to 
settlement is 
determined.

R12, R13 Chief 
Executive

As required 10(i) Agreed action plan with Lead 
Members, which sets out Council’s 
approach (including resources), to 
contract dispute.

As litigation progresses the action 
plan is revised to reflect 
opportunities to settle.

Officer and Member 
time

ONGOING 

As above 9

11 If a contract 
dispute is formally 
escalated, 
effective capacity 
must be in place 
to respond to the 
dispute, or/and 
subsequent 
litigation process.

R15, 
R16, 
R17, 
R18, R19

Chief 
Executive

As required 11(i) Council team established, and 
responsibilities and reporting 
arrangements to CMT and Cabinet 
in place.

Officer time and 
potential for additional 
resources required 
depending on need for 
specialist input.

ONGOING

As above 9
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Strategic Outcome 4:

The Council has effective communications and stakeholder relationships in place when contracts escalate towards formal dispute.

As required 12(i) Communications Plan agreed 
with Key Members.

Officer and Member 
time

ONGOING

Linked to 11 above

12 Communication 
and 
stakeholder 
engagement 
requirements 
are in place if 
contractual 
issues are 
escalated into 
formal dispute 
(if not resolved)

R20 Chief 
Executive 

As required 12(ii) Regular briefings of key 
stakeholders agreed, including 
External Auditor

Officer and Stakeholder 
time

ONGOING

Linked to 11 above
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Executive Director – Corporate, Customer & 
Community Services 

SENIOR INFORMATION RISK OWNER (SIRO) & 
INFORMATION GOVERNANCE ANNUAL REPORT 2017-18

1.1 This report provides an update relating to the responsibilities of the 
Cumbria County Council Senior Information Risk Officer (SIRO) and 
outlines activity and performance related to information governance.  It 
provides an update on information risks, how risks are managed, the 
governance processes in place; what is going well; and where 
improvements are required.

1.2 ICT security and cyber security risks continue to present an increasing 
challenge to all organisations locally, nationally and internationally and 
the Council is no different.  Arrangements to manage these risks are 
contained within the report with a summary included to list actions 
already undertaken and further activity planned to maintain and 
strengthen defences and enhance corporate resilience.

1.3 Performance in relation to information requests processed under for 
example Freedom of Information and General Data Protection 
Regulation (GDPR) legislation is also summarised in the report and 
whilst the Council has made performance improvements over the 
previous year, this will continue to be an area of focus as additional 
improvement is required during 2018/19.  

1.4 The 25th May 2018 saw the national introduction of the new General 
Data Protection Regulations (GDPR) which provides individuals with 
additional rights in respect of their data.  This includes for example 
greater rights, a ‘privacy by design’ approach and shorter timescales to 
be provided with responses to requests for their data and reporting 
requirements of any data breaches to the Information Commissioner 
Office (ICO).

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 The Council Plan 2018-22 advises the Council’s focus for activity and 
includes implementing a new approach to providing effective, 
consistent and effective customer focused services. The SIRO Annual 
Report (attached at Appendix 1) contains an action plan showing our 
priorities in relation to information governance for 2018-19.  This plan 
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incorporates actions to ensure the Council continues to develop its 
staff and members and their understanding of the threats to the 
organisation’s data as well as providing confidence to apply security 
risk management principles proportionately to changing business 
demands, policies and procedures.

2.2 The work of the Information Governance Team is compliant with the 
Council’s Equality Strategy with reasonable steps taken when 
appropriate to ensure that users with specific communication needs 
related to disability or language can access information on an equal 
basis.

3.0 RECOMMENDATION

3.1 Members are asked to:
 Discuss and note the content of the 2017-18 SIRO Annual report 

attached as Appendix 1. 
 Confirm that appropriate levels of information governance and 

cyber controls are in place and advise of any areas of the 
programme that require greater focus or if additional controls are 
required.

4.0 BACKGROUND

4.1 The Senior Information Risk Owner (SIRO) Annual Report reflects the 
Council’s information governance work undertaken during 2017-18, and 
provides assurance that personal data is held securely; information is 
disseminated effectively and provides an overview of key performance 
indicators relating to the Council’s processing of information requests within 
the necessary legal frameworks.

5.0 CONCLUSION

5.1 The Annual Report shows progress has been made in 2017-18 with key 
actions taken to strengthen the Council’s approach to effectively manage 
information risks and ensure a robust approach to information governance.

5.2 As the global potential for cyber risk increases, it is essential the Council 
takes action to understand and mitigate risk in this area; as well as ensuring 
it is compliant with changing legislation and requirements such as the 
General Data Protection Legislation (GDPR).

Dawn Roberts
Executive Director – Corporate, Customer & Community Services

4 June 2018

APPENDICES

Appendix 1; SIRO Annual report 2017/18
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IMPLICATIONS

Staffing: none
Financial: none
Property: none
Electoral Division(s): none

Executive Decision No*

Key Decision No*

If a Key Decision, is the proposal published in the current Forward Plan? N/A*

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions.

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny.

BACKGROUND PAPERS

No background papers.

Contact: Steve Tweedie Information Governance Manager 
               07500 027215 or email steve.tweedie@cumbria.gov.uk
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Appendix 1

2017/18 
Annual
Report

Senior Information Risk Owner (SIRO)
Information Governance - assurance and performance.

June 2018

81



Cumbria County Council

2cumbria.gov.uk

Contents

Introduction and Key Responsibilities .............................................................................................................3
Governance and Monitoring Arrangements ......................................................................................................4
Risk Management and Assurance ...................................................................................................................5
Corporate Governance Action Plan .................................................................................................................5
Data Breach Reporting..................................................................................................................................6
ICT Security & Cyber Risks        .......................................................................................................................7
Freedom of Information (FOI) .........................................................................................................................8
Environmental Information Regulations (EIR) ...................................................................................................8
Data Protection Act (DPA) .............................................................................................................................8
Internal Reviews ..........................................................................................................................................9
Referrals to the Information Commissioner’s Office (ICO) ...................................................................................9
Referrals to the First Tier Tribunal (FTT) ..........................................................................................................9
Charges ...................................................................................................................................................10
Exemptions...............................................................................................................................................10
Service Costs ............................................................................................................................................10
Transparency and Open Data .......................................................................................................................11
Action Plan for 2017/18  ......................... ....................................................................................................11
Conclusion & Further Information.     ...........................................................................................................12

Executive Summary
This report provides an update relating to the responsibilities of the Cumbria County Council Senior Information Risk 
Owner (SIRO) and outlines activity and performance related to information governance. It provides assurances that 
information risks are being effectively managed; what is going well; and where improvements are required.

The report outlines new and emerging information governance considerations, including actions taken in ensuring 
compliance with the new General Data Protection Regulations (GDPR) which came into force on the 25th May 
2018 and the action plans the Council has in place to minimise risk and improve performance.

The Council continues to be committed to effective information governance, with robust arrangements in place to 
ensure the council complies with legislation and adopts best practice. Governance arrangements are closely 
monitored to ensure systems, policies and procedures are fit for purpose; and that all staff and elected members 
understand the importance of information governance and security so that good practice is everyone’s business and 
embedded as part of the Council’s culture.

ICT security and cyber risks present an increasing challenge to all organisations and the Council is no different. 
Arrangements to manage these risks are contained in the report with a summary included to list action already 
undertaken and further activity planned to maintain and strengthen defences and enhance corporate resilience.

Performance in relation to information requests processed under Freedom of Information and Data Protection 
legislation is summarised in the report and whilst the Council has made performance improvements over the past 
year, this will continue to be an area of focus as additional improvement is required during 2018/19.
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Introduction
1.  The Senior Information Risk Owner (SIRO) Annual Report reflects on the Council’s information governance work 

undertaken during 2017-18, and provides assurances that personal data is held securely; information is 
disseminated effectively and provides an overview of key performance indicators relating to the Council’s 
processing of information requests within the necessary legal frameworks.

2.   The Annual Report also provides a forward look at new and emerging information governance considerations for 
the Council, including preparations needed to ensure compliance with planned changes to legislation and the 
action plans the Council has in place to minimise risk or improve performance.

3.   Specifically, this report:

 Documents organisational compliance with the legislative and regulatory requirements relating to the 
handling and processing of information and provides assurance of ongoing improvement to manage 
information risks. This includes the Councils consideration and performance relating to :-

o Data Protection Act (1998) – replaced with General Data Protection Regulations (GDPR 2018)
o Freedom of Information Act (2000);
o Environmental Information Regulations (2004);
o Information Security Standard ISO/IEC 27002:2007;
o Information Governance Toolkit.

 Details any Serious Incidents Requiring Investigation (SIRI) within the preceding twelve months, relating to 
any losses of personal data or breaches of confidentiality.

 Reports on the key achievements of the Corporate Governance Group Improvement Plan during 2017-18 
and to outline actions planned for 2018-19.

Key Roles and Responsibilities
    4.    The Executive Director-Corporate, Customer and Community Services is the Council’s Senior Information Risk 

Officer and is responsible for:

 Leadership and overall ownership of the Council’s Corporate Governance Action Plan, acting as corporate 
champion for information governance;

 Providing a focus for the management of information governance at a senior level;

 Providing advice and reports in respect of information incidents and risks, including the content of the 
council’s Annual Governance Statement relating to information risk;

 Owning the management of information governance and risk assessment processes within the Council.

 Understanding how the strategic priorities of the Council may be impacted by information governance risks, 
and how these risks need to be managed including the adequacy of resources and levels of independent 
scrutiny;

5.  There  are  a  number  of  officers  and  teams  across  the  Council  that  have  professional expertise relating to 
information governance and information security, however it is important that information governance must be 
everyone’s business, with all staff and elected members having personal responsibility to ensure information and 
data is held securely, processed appropriately and safely destroyed when not required.
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Governance and Monitoring Arrangements
6.   The Council’s Corporate Governance Group (CGG) is a strategic group that maintains oversight of information 

governance for the Council. Regular reports are made from the CGG to the Executive Director Corporate, Customer 
& Community Services as the SIRO. The CGG meets on a regular basis and members of the group adopt a 
strategic role in promoting and embedding good information governance. They are the champions for information 
governance in their respective directorates and develop a culture that values, protects and uses information to 
deliver improved services. More specifically the responsibilities of the CGG is to:

 Support the SIRO to develop and improve the management of information governance;
 Promote and ensure awareness of applicable information governance policies and working practices and 

procedures for the effective use and protection of information assets;
 Ensure there is a Corporate Governance Action Plan in place; to oversee its implementation; and to ensure its 

effectiveness;
 Provide  assurance  that  capacity  and  capability  is  available  to  enable  policies, procedures and 

processes to be developed and implemented to deliver the improvement plan;
 Provide assurance that the Council undertakes or commissions sufficient reporting, assessments and audits 

of information governance policies and operations so as to ensure that their implementation and
      practice both complies with the written policy and that the outcomes are measured to ensure intended 

benefits are delivered;
 Oversee PSN accreditation, implementation of and compliance with the NHS Information Governance Toolkit;
 Support and promote the completion and maintenance of the Council’s Information Asset Register.
     This will include providing oversight of the identification of information risks;
 Provide assurance that national developments in information governance policy and legislation are 

monitored and acted on;
 Provide the main point of reference and escalation for the management of issues and risks related to 

information governance;
 Ensure information governance incidents are appropriately and promptly investigated and reported;
 Monitor the Council’s entry on the Register of Data Controllers;
 Provide assurance that where there are changes in processes or working practices that appropriate 

information governance risk assessments or Privacy Impact Assessments (PIAs) are undertaken.

The diagram below shows the SIRO relationships with officers across the Council.

Corporate Governance Group

Monitors progress against 
IG action plan and provides 
assurance that information 

risk is being properly 
assessed, controlled and 

mitigated.

Chief Executive & 
CMT

Overall accountability 
for information 

governance matters.

Principal Records Manager

Responsible for policy on all 
records management matters. 

Manages the council’s Retention 
and Disposal Schedule.

Information Asset
Owners (IAOs)

Senior officers accountable 
for specific information 

assets.

SIRO 
Senior Information 

Risk Owner

Information Security Manager

Provides advice and assurance 
on technical aspects of IT 
security architecture and 

information security training.

Data Protection Officer

Advises on compliance 
with the General Data 
Protection Regulations 

(GDPR), Data Protection 
Act, FOI Act and EIR 

legislation.

Caldicott Guardians
Acts as champions in 
matters of information 

confidentiality and 
contributes to wider 

Information 
Governance work.

Information Governance Manager 
Leads policy and advice for 

information compliance 
matters. Investigates data 

breach incidents and 
recommends follow up 

action.
First point of contact with ICO.
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Risk Management and Assurance
7.   The Council’s Corporate Risk Register for 2017-18 contained a risk entitled ‘Inadequate Information Governance’

and is defined as:

“There is a risk that the Council breaches the Data Protection Act due to a loss of information, caused by ineffective 
data security, insecure data connectivity, insecure sharing arrangements with partners and external organisations,a 

cyber-attack and a lack of awareness and training, resulting in financial and reputational damage.”

8.  Throughout 2017-18, the information governance risk continued to be assessed as high with the risk rated 
‘likely’ and could have ‘severe impact’ on the Council as measured against the Council’s strategic risk 
management assessment criteria.  The risk continues to be monitored on a quarterly basis with positive steps 
taken to mitigate the risk reported as part of the risk management and assurance reporting procedures which 
are presented to Corporate Management Team, Cabinet Members and the Audit and Assurance Committee.

9.   Going  forward,  information  governance  and  cyber  risk  are  considered  to  be  significant  risk  areas  for  all 
organisations locally, nationally and globally, with risks of accidental data loss, physical system failures and direct 
malicious cyber-attacks an ongoing area requiring focus. There is an ongoing need for the Council to address all 
aspects of this risk through robust ICT and risk management processes as well as addressing the cultural and 
behavioural elements of this risk.  As such, this risk will remain on the Corporate Risk Register for 2018-19.

Corporate Governance Action Plan
10. The Corporate Governance Action Plan is in place to support ongoing improvement and the Council has 

continued to make progress throughout 2017-18.

11. The Council is committed to a clear strategy and sustainable framework for Information Governance across the 
Council and the Action Plan enables continuous monitoring of the actions required to manage information issues, 
risks and cultural behaviour to improve the Council’s arrangements around data handling, processing and security.

12. In summary, the following key actions were delivered which have strengthened the Council’s management of 
information risks:

 Completed delivery of Part 1 and Part 2 of the Corporate Governance training sessions for senior 
managers which saw 134 managers attending Part 1 with 112 attending Part 2. Part 1 focused on the 
purpose of corporate governance and what can go wrong if not followed.  Part 2 focused on the democratic 
and decision making process, scheme of delegation, whistleblowing and fraud.

 84.69% of ICT Users successfully completed their information security training against our target of 95%, 
with an overall completion rate of 69.96% when incorporating non ICT Users. A revised GDPR training 
programme has been developed and is a mandatory course for all staff and elected members for 2018;

 Implementation of automatic weekly reminders to staff not having completed training in the last 12 months.

 Annual submission for compliance to the Information Governance Toolkit at the end of March 2018;

 Successful compliance with the requirements for ongoing access to the national Public Service Network
(PSN) on the 5th April 2018.

 New improved version of the Digital Mail Room installed at Cumbria House in January 2018.

 General Data Protection Regulation (GDPR) working group created to oversee the implementation of the new 
requirements.

 A dedicated ICT Security Engineer now in place to improve network security by proactively monitoring and  
tightening controls on a daily basis.
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13. Progress has also been made with the following actions, with further work planned during 2018/19;

 Development of an Information Asset Register and the identification of information asset owners.
 Detailed refresh of the Council Records and Retention Schedules.
 Policy review and consolidation.
 Introduction of a revised information security training module incorporating requirements of the new GDPR.

Data Breach Management and Reporting
14. Any concerns relating to potential data breaches are promptly investigated and scored based on scale, assessment 

of numbers of people affected, sensitivity, nature of breach and likely impact.   Dependent on the assessment 
score, the incident may need escalation to the Council SIRO and Caldicott Guardians, and may be self-referred by 
the Council to the Information Commissioners Office (ICO).  The reporting, attempt to recover, investigation and 
learning phases of data breach incidents play a key role in the management of risk and improvement of internal 
controls.

15. All breaches and near misses are reported to the Corporate Governance Group. Consideration is given to what 
happened, action taken to address the breach or near miss, a record of learning points and also action undertaken 
to avoid future occurrences.

16. During the period 2017-18, the Council recorded and investigated 65 potential data breaches. The category and 
numbers of each potential breach are outlined below. One case was self-referred to the Information Commissioners 
office.

Number of cases Category of Potential Breach
15 Information disclosure - paper
12 Information disclosure - electronic
  8 Failure to redact information
  1 Loss / Theft of data
  8 Other ‘principle 7’ failure
  9 Verbal disclosure
12 Near miss / Non event

Total: 65

Learning from breaches: As part of the investigation of an incident, learning actions will be captured to identify 
opportunities to reduce the chances of a similar breach occurring in the future.  This may see additional steps 
incorporated into a process before documents are issued, standard templates created to avoid the inclusion of 
incorrect information or post being issued via recorded delivery where appropriate.

Learning is shared across the organisation via team briefings advising of incidents as well as corporate messages 
being issued to staff to remind them of good practice in avoiding breaches occurring.

The Corporate Governance Group have also requested a task and finish group be convened to review the 
recorded breaches in further detail to identify any trends where further action can be taken to mitigate the risk of 
similar breaches occurring in the future. The Council Monitoring Officer chairs this task and finish group.
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ICT Security & Cyber Risks
17. As the importance of digital information and networks grows, cyber security is of high importance and remains a 

corporate priority. The type of risks posed include theft of sensitive corporate and personal data, theft or damage to 
data, threat of hacking for criminal or fraud purposes and potential disruption to infrastructure such as council ICT 
systems, intranet, and public facing website.
A presentation on Cyber Risk & Information Governance was made to the Audit & Assurance Committee on the 5th 
January 2018 by the Assistant Director - Business Services.  Members challenged a number of areas and sought 
assurance as to arrangements in place to mitigate risks as to ‘personal failure’ to protect data and controls in place 
to protect systems and building security.  An action was also identified to provide training in relation to social media 
platforms to ensure their use did not expose the Council to a cyber attack. 

18. The National Cyber Security Centre (NCSC) has advised that Cyber risk has been increasing and for a number of 
years have been promoting the adoption of the “10 steps to Cyber Security”. This guidance, when implemented 
reduces the risk to organisations and has been implemented by Cumbria County Council.

To reduce the risk further, the Council has adopted the following approaches:

 Full compliance with the Public Sector Network (PSN) accreditation programme. Cumbria County Council 
were awarded PSN accreditation in September 2016 and have received re-accreditation in April 2018 .

 The Council subscribes to and proactively participates in the iNETWORK – North West Warning, Advice and
Reporting Point (NW WARP). This is a group that constantly reviews cyber situational awareness and acts 
as a reporting mechanism for cyber incidents as well as providing mutual help and guidance. It is supported 
by the NCSC which provides access to the Head of PSN and also facilitates access to national cyber 
security experts.

 The Council presence on the external, public internet is registered and monitored by the NCSC, GCHQ, 
Cyber Security Information Sharing Partnership (CiSP).

 A robust “patching” regime is in place. Software updates are promptly installed on all hardware after robust
testing has been carried out to ensure there is no negative impact to the ICT service.

 Tracking mechanisms placed on all devices along with the use of specialist anti-cyber tools. 

19. As the external cyber threat continues to increase, the ICT service must continually evolve to respond to a fast 
changing environment. Significant cyber-attacks affected a number of large UK organisations during May and June
2017, and whilst it is reassuring that the Councils defence systems were effective with additional patches promptly 
applied to further increase resilience, it is important not to be complacent as cyber-attacks become more 
sophisticated and seek to exploit vulnerabilities in networks and security arrangements.

20. Implementation of the new ICT structure saw a new post of Information Security Engineer created and in place to 
enable a more robust and comprehensive technical analysis of the ICT infrastructure.  

21. Steps are also being taken to ensure that all ICT contracts contain references to information security and that they 
include Cumbria County Council’s expectations especially within the context of reducing the cyber risk to 
information hosted externally.

22. As part of the agreed 2016-17 audit plan, Internal Audit undertook a risk based review of Cyber Risks. The scope 
of the Audit between March and June 2017 w a s  to provide independent assurance over management 
arrangements for ensuring effective governance, risk management and internal controls in the following areas:

 Maintaining Awareness of constantly evolving Cyber Risks.
 Defence Mechanisms against Cyber-Attacks.
 Access Controls
 Policies, Training and Awareness Raising.
 Home Working
 System and Network Monitoring

         23. The outcome of the audit provided a ‘Reasonable’ level of assurance.  ‘Reasonable’ is defined as “There is a reasonable
system of internal control in place which should ensure that system objectives are generally achieved, but some    
issues have been raised which may result in a degree of risk exposure beyond that which is considered 
acceptable”.
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Freedom of Information (FOI)
24. January 2018 marked the 13th anniversary of the introduction of the Freedom of Information Act. During 2017-18, 

the Council responded to 1306 requests for information under the Freedom of Information Act.  This represents a 
5% increase compared with 2016-17.

25. The Council responded to 82% (1074) requests within the statutory time limit which represents an 
improved performance compared with 2016-17 (68%), but remains below the target of 90%.

26. Improved monitoring arrangements have been implemented with Assistant Director level oversight of performance 
on a monthly basis.

Year Requests 
received

Requests processed 
on time

Performance
(Target 90%)

2016/17 1238 844 68%
2017/18 1306                                 1074 82%

Environmental Information Regulations (EIR)
27. During 2017-18 the Council received the lowest annual number of requests (31) for information under the

Environmental Information Regulations to date, with a 77% decrease compared to 2016-17.

28. As in previous years, the Economy and Highways Directorate received the highest number of EIR requests during
2017-18,  due  mainly  to  the  services  covered  by  the  Directorate  such  as  planning,  highways  and  waste 
management.

29. The majority of EIR requests received in 2016-17 were from the same applicant and related to CON29/Highways 
Searches/Land Charges.   The request handling process was reviewed mid-year by the Information Governance 
Team in consultation with the Searches Team and this has improved efficiency of the process.    A performance 
summary compared with 2016-17 is shown below:-

Year Requests 
received

Requests processed 
on time

Performance
(Target 90%)

2016/17 136 69 51%
2017/18  31                                    24 74%

Data Protection Act (DPA) – replaced with GDPR May 2018.
30. Under the Data Protection Act 1998, any living person, regardless of their age, can request information about 

themselves that is held by the Council. This application process is referred to as a Subject Access Request (SAR).  
In the last two years the council has handled the following requests with performance shown against the target to 
process 90% within 40 days.

2016-17 2017-18

Requests Received 191 157
Within 40 Days (Number) 126 101
Within 40 Days (%)  66%  64%

31. The Information Governance Team receives and allocates requests for social care, education and other data, 
whilst the Service Centre handle requests for personnel data directly.    

32. During 2017-18 performance dipped during Quarter 1 due to the post of SAR Officer being vacant for a period.  A 
new post holder has been in place since June 2017 with enhanced software implemented in November 2017 to 
allow for processing efficiencies in the handling of requests.  This has seen a continual improvement in performance 
with Quarter 4 showing 71% of requests processed within 40 days.  Further development work is scheduled to 
increase the number of staff able to undertake this role as the implementation of GDPR has resulted in a reduced 
response time of “one month” in responding to requests as opposed to the previous 40 day target.
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Internal Reviews 
33. Customers who submit a FOI or EIR request can request an internal review if they are not satisfied with the 

response provided. Internal reviews provide the Council with an opportunity to review the request handling process 
prior to any potential referral to the Information Commissioner’s Office by the requester.  During 2017-18, the 
Council has processed the following Internal Reviews:

Internal Reviews 2016-17 2017-18

Freedom of Information 36 32
Environmental Information Regulations 0 1
Data Protection Act 5 5

Referrals to the Information Commissioner’s Office (ICO)
34. If an applicant is not satisfied with the outcome of an Internal Review, they can refer their case to the Information 

Commissioner, who will assess the case and make an independent decision about the way the council has handled 
the request.

35. The role of the Information Commissioner is to uphold information rights in the public interest.  The ICO is the 
regulator for Freedom of Information, Environmental Information Regulations and the Data Protection Act.  Part of 
the Information Commissioner role is to respond to complaints about the way local authorities have handled 
requests for information, make recommendations on best practice and take appropriate enforcement action. 
During 2017-18 the Council were notified of the following referrals to the Information Commissioner:

Referral to ICO 2016-17 2017-18
Freedom of Information 13 8

3Environmental Information Regulations 2 1
Data Protection Act 2 9

36. Following a referral and a subsequent case investigation, the ICO can issue a Decision Notice requiring the Council 
to disclose information it may previously have refused to disclose.   Three decision notices were issued by the ICO 
to the Council during 2017-18. In two of these cases the ICO decision was not to uphold the complaint finding the 
Council had acted correctly in applying exemptions to the release of information. However in one case the Council 
was found to have breached the timescales for responding.  As the response had since been provided the 
Commissioner required no further action.

Referrals to the First Tier Tribunal (FTT)
37. If an applicant is dissatisfied with the Information Commissioner’s decision, they have the right to refer the matter to 

the First Tier Tribunal (FTT).  The council can also appeal fines issued for data breaches and enforcement notices 
to the FTT.   The FTT is independent of the Government, and listens to representation from both parties before it 
reaches a decision. Any party wishing to appeal against an ICO Decision Notice has 28 days to do so.

38. During 2017-18 the Council received the following referrals to the First Tier Tribunal:

Referral to FTT 2017-18 Outcome
Freedom of Information 1 Decision Awaited 
Environmental Information Regulations 0
Data Protection Act 0
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Charges
39. The Council has a charging policy and schedule of charges relating to FOI requests. The only fees that can be 

applied under FOI are for photocopying and postage, commonly referred to as disbursements.  The Council will 
only charge for disbursements in excess of £5.  If the Council wishes to charge a fee for supplying information a 
Fees Notice must be issued to the applicant within the statutory timescale.    Until the fee is paid, the Council is 
under no obligation to continue processing the request.    For the year 2017-18 the Council did not issue any fee 
notices as all disclosures were provided by e-mail with relevant information attached if required.

Exemptions 
40. Both the Freedom of Information Act and Environmental Information Regulations contain exemptions that allow the 

council to withhold specific information for example if it is commercially or legally privileged.  When the Council 
wishes to rely on an exemption, the applicant must be issued with a Refusal Notice within the relevant statutory 
timescale.

41. The Council cannot charge for the provision of information, however if it is estimated that a request will incur 
unreasonable cost then it can issue a Refusal Notice under Section 12 of the Act.  The threshold set by the Act is
18 hours (equivalent to £450 at a notional hourly rate of £25).

42. To reach a decision about whether or not to apply a Section 12 exemption, the Information Governance Team 
works with the service area to estimate the expected time to :

 determine whether the information is held;
 locate information or appropriate documents;
 retrieve the information or document containing it;
 extract the information;
 process the request.

43. During 2017-18 the Council applied an exemption to 90 requests and the breakdown for type of exemption and 
times applied is presented below.

Exemption Times Applied
Section 09 – Fee Notice 6
Section 12 - Exceeds Cost Limit 27
Section 14 - Vexatious or Repeated 4
Section 21 – Reasonably Accessible by other means 23
Section 22 - Future Publication 2
Section 23/24 – Security Bodies / National Security 1
Section 30- Environmental Information 1
Section 31 – Law Enforcement 5
Section 39 – Environmental Information 1
Section 40 – Personal Data 10
Section 41 – Confidentiality 1
Section 42 – Legally Privileged
Section 43 – Commercially Sensitive
Section 44 – Prohibitions on Disclosure
Total

1
7
1
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Service Costs
44. The estimated cost of providing the Information Governance service relating to FOI and EIR handling is made up of 

two process elements:

 time taken by officers in Directorates to process requests for information under FOI and EIR; and locate 
and retrieve information

 the cost of a centralised team that manages and advises (e.g. on the application of exemptions and 
exceptions), support to prepare disclosures, quality assurance advice on the content of disclosures, and 
maintenance of the Council’s Publication Scheme.
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45. The table below sets out a comparison of costs over the last 3 years.  It should be noted the central team 
has wider responsibilities, including complaints and training; and undertakes a much wider range of activity than 
processing requests.

2015-16 2016-17 2017-18
Total Number of Requests 1379 1374 1337
Estimated Cost of processing 
requests in Directorates.

£213,000 £186,273 £199,175

Cost of the central team £103,000 £103,639 £102,111
Total estimated cost £316,000 £289,883 £301,286
FTE in Central Team 2.5 2.4 2.5
Estimated unit cost per request £229 £221 £226
ICO threshold for refusal per request £450 £450 £450

Transparency and Open Data
46. The Council is committed to complying with the Local Government Transparency Code 2015.   The Council 

routinely publishes all data mandated by the Code with support from identified service specialists and is committed 
to proactively publish information relevant for the public.

47. Data is available in reusable format via the council’s Open Data webpage via the following link:

http://www.cumbria.gov.uk/council-democracy/accesstoinformation/opendata/default.asp

48. During 2017-18, there have been a number of notable achievements in this area:

 a consistent approach to the publication of the Council’s organisational structure;
 design, maintenance and publication of a disclosure log.

Action Plan for 2018/19 
49. The following additional actions are to be incorporated into its Corporate Governance Action Plan for 2018/19:

 Delivery and roll out of a new data breach incident reporting tool.  
A new on-line reporting tool has been developed to allow data breaches to be reported in a more efficient manner     
as well as capturing full details of an incident to allow for assessment to be made at the point of receipt as to     
whether a self-referral to the ICO is required.

 Creation of an Information Governance Performance Dashboard.
To provide a regular visual view as to performance being achieved.

 To raise the profile and capacity to increase prioritisation of:
FOIs, EIRs, Subject Access Requests and to create a learning culture from data breaches.

 Achieving performance targets for processing FOI, EIR & SAR requests within statutory timescales. 
Performance reports are now being produced on a weekly basis with regard to FOI response performance 
which also highlights cases that are reaching their statutory response deadline of 20 working days.  Directorate 
Management Teams also review performance reports on a monthly basis. 

 Embed GDPR requirements in the new council culture.
A series of communications and training has been created to inform staff as to GDPR requirements as well as the 
creation of a mandatory E-Learning module.  A review and updating of Privacy Notices has taken place to ensure    
our customers are made aware of how we intend to use the data they provide.

 Information Governance Training & Information Security Training:
Corporate Governance Group have a standing agenda item to consider the Councils performance in meeting its 
target of 95% of staff having undertaken the GDPR and Information Security Training on an annual basis.
Part 2 of the Information Governance Training for Senior Managers will continue to be rolled out.  
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Conclusion

51. In summary, progress has been made during 2017-18 with key actions taken to strengthen the Council’s approach
to effectively manage information risks and ensure a robust approach to information governance.

52. There will always be room for continual improvement, and information governance and data security will remain a 
corporate priority during 2018-19 and it is important to maintain a corporate focus and ensure resources remain 
committed to this important agenda.

53. In particular, as the potential for cyber risk increases, it is essential the Council takes action to understand and 
mitigate risk in this area; as well as ensuring it complies with changing legislation and requirements in particular in 
ensuring it complies with the GDPR requirements.

54. The Council requires ongoing focus to ensure data is secured and processed appropriately to minimise and reduce 
any data breaches or near misses, with learning and awareness raising a key corporate priority.

Dawn Roberts
Executive Director – Corporate, Customer and Community Services 

Further Information
For further information and guidance please contact: 

Steve Tweedie
Information Governance and Risk Manager
Information Governance Team | Resources and Transformation
Cumbria County Council | Cumbria House | 117 Botchergate | Carlisle | CA1 1RD 
Email: steve.tweedie@cumbria.gov.uk

Cumbria.gov.uk
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Monitoring Officer

WHISTLEBLOWING POLICY & ‘SPEAK UP’

1.1 Effective whistleblowing arrangements are an important part of good 
governance, ensuring that concerns can be raised in a safe 
environment and that matters raised are dealt with effectively.

1.2 The implementation of a Speak Up Policy was identified as an action in 
the Amey vs Cumbria County Council Lessons Learned action plan 
approved in September 2017.  Following consultation with the Trade 
Unions, it has been agreed that ‘Speak Up’ will not be a formal policy 
but rather an articulation of the commitment from the organisation to 
ensure that there is a route for raising concerns when the 
Whistleblowing Policy does not apply.

1.3 Alongside ‘Speak Up’, the opportunity has been taken to review the 
existing Whistleblowing Policy to limit duplication and ensure 
continued compliance with the requirements of the Public Interest 
Disclosure Act 1998 (PIDA) which provides protections for those 
raising concerns in certain circumstances.

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 Effective Whistleblowing arrangements are a key part of the Council’s 
governance framework and underpin delivery of Council priorities and 
objectives.

3.0 RECOMMENDATION

3.1 Members are recommended to approve the draft Whistleblowing Policy 
and note that, as a policy which is included in the Council’s 
Constitution, it requires adoption by full Council.

3.2 Members are asked to note the aspiration to embed ‘Speak Up’ in the 
organisation and note the draft document
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4.0 BACKGROUND

4.1 The need to strengthen the Council’s Whistleblowing arrangements was 
identified in the 2017 Amey vs CCC Lessons Learned report.  The action 
plan contains the following action for completion by 1st April 2018: 

Development of a ‘Speak Up Policy’ to supplement the whistleblowing 
procedure, aimed at encouraging staff and partners to raise issues of 
concern with senior managers in the Council in a safe environment.

4.2 The decision was taken by the Council’s Corporate Governance Group, that 
a Speak Up Policy would be developed aimed at encouraging concerns to 
be raised a safe environment.  Alongside the development of the Speak Up 
Policy, the Whistleblowing Policy was also reviewed to prevent duplication 
whilst ensuring continuing compliance with the Public Interest Disclosure Act 
1998 (PIDA).

4.3 The Whistleblowing Policy forms part of the Constitution and provides 
protection as set out in the PIDA for individuals raising specific types of 
concerns.  The PIDA does not include certain groups who may have relevant 
information to report, such as elected Members and volunteers.  

4.4 The Council’s current Whistleblowing Policy is broader than the PIDA 
requirements including individuals and categories of reporting not covered by 
the PIDA.  Corporate Governance Group agreed that a basic Whistleblowing 
policy should be produced to ensure the Council meets all the requirements 
of the PIDA, and that a separate Speak Up policy and associated 
communications should be produced to encourage reporting of concerns that 
may not fall under the PIDA.  

4.5 The purpose of ‘Speak Up’ is to provide avenues for concerns to be raised 
with line managers or named contacts for an initial discussion and possible 
signposting to other Council policies and procedures if appropriate.  It is 
considered that ‘Speak Up’ should assist in building a culture where 
speaking up is the expected behaviour from all staff, Members, partners etc.

4.6 As the Whistleblowing Policy forms part of the Council’s Constitution, the 
Committee is asked to approve a draft only.  The final policy will be 
considered by Constitution Review Group and approved by Council.

4.7 The approval of ‘Speak Up’ will fall within officer delegations and is therefore 
provided to the Committee for information and consultation only.

4.8 Drafts of the Whistleblowing Policy and a Speak Up Policy were provided to 
Trade Unions for consultation and a meeting took place on Monday 12 
March 2018.  Following that meeting the policies were reviewed  in light of 
comments received.  

4.9 As a result of the comments received from the Trade Unions, it has been 
agreed that ‘Speak Up’ will not be a formal policy and all references to it 
being a policy have been removed.  The purpose of ‘Speak Up’ is to 
encourage good practice and a culture of transparency and openness.  The 
document is therefore now an articulation of a commitment from the 
organisation to ensure that there is a route for raising concerns when the 
Whistleblowing Policy does not apply.
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4.10 In respect of the Whistleblowing Policy, the Trade Unions raised concerns 
particularly around paragraphs 6.4 and 7.1, which suggest that sanctions 
may be applied to employees in certain circumstances.   The wording of 
these paragraphs has been amended in an attempt to deal with some of the 
issues raised.

4.11 Trade Unions have a particular concern as to whether or not schools should 
be allowed to adopt these policies for their use, however, this is not a matter 
for consideration by the Committee.

5.0 OPTIONS

5.1 Members may approve the Whistleblowing Policy as presented and note 
that, as a document that forms part of the Constitution, the Whistleblowing 
Policy must be adopted by full Council.

5.2 Members may approve the documents with amendments.

5.3 Members may choose not to approve the Whistleblowing Policy and ‘Speak 
Up’ and recommend that the Council continue to operate the current 
Whistleblowing Policy.  This option would not be in line with the action 
agreed in the Amey vs Cumbria County Council Lessons Learned action 
plan.

6.0 CONCLUSION

6.1 The implementation and roll out of the refreshed Whistleblowing Policy and 
‘Speak Up’ is expected to strengthen the Council’s overall arrangements for 
ensuring that matters are raised and addressed in a timely manner.

6.2 The two documents together are intended to assist in creating a culture 
whereby speaking up is part of routine business.

Iolanda Puzio
Monitoring Officer
5 June 2018

APPENDICES

Appendix 1 – Whistleblowing Policy
Appendix 2 – ‘Speak Up’

IMPLICATIONS

Staffing: *
Financial: *
Property: *
Electoral Division(s): *

*  Please remove whichever option is not applicable

Executive Decision No*

Key Decision No*

95



If a Key Decision, is the proposal published in the current Forward Plan? N/A*

Is the decision exempt from call-in on grounds of urgency? * No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Head of Member Services and Scrutiny has 
obtained the necessary approvals.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny”.

BACKGROUND PAPERS

No background papers

Contact:

Iolanda Puzio, Chief Legal Officer (Monitoring Officer)
Tel 07919 298368
Email iolanda.puzio@cumbria.gov.uk
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Appendix 1

WHISTLEBLOWING POLICY 

1. ABOUT THIS POLICY  

1.1 The Council is committed to the highest standards of honesty, integrity 
and accountability in carrying out its functions. All staff are expected to 
maintain high standards. Any suspected wrongdoing should be 
reported as soon as possible.

1.2 This policy covers all employees, officers, consultants, contractors, 
casual workers and agency workers and explains the protection and 
support that is available for ‘whistleblowers’.  

1.3 The Council also has ‘Speak Up’ which is available to all of the above 
but also includes others such as elected Members and volunteers. 
‘Speak Up’ should only be used when this policy does not apply.

1.4 Any prospective ‘whistleblower’ can seek support from their Trade 
Union either before raising a concern or at any time during a concern 
being considered under this policy. 

2. WHAT IS WHISTLEBLOWING?

2.1 Whistleblowing is the reporting of suspected wrongdoing or dangers in 
relation to any activities that the Council is engaged in. It covers the 
following specific wrongdoing/practices:

• A criminal offence.

• Breach of any legal obligation

• A miscarriage of justice.

• Danger to the health and safety of any individual.

• Damage to the environment.

• The deliberate concealment of information about any of the 
above.

Whistleblowing is for disclosures that are in the public interest, it is not 
to be used for raising complaints relating to their own personal 
circumstances or treatment at work. In those cases, employees should 
use the grievance procedure or other appropriate Human Resources 
procedure.

3. HOW TO RAISE A CONCERN

3.1 A Whistleblowing concern should be raised with your line manager or if 
this is not possible, your line manager’s manager.  If there are specific 
reasons why you are unable to report your concerns within your own 
line management chain, there are named contacts at the end of this 
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policy to whom you may make a referral.  You must advise the person 
you report to that you are making a disclosure under the Council’s 
Whistleblowing policy.  A record of all whistleblowing concerns is 
maintained by the Monitoring Officer. 

3.2 The person receiving your referral will arrange a meeting with you as 
soon as possible to discuss your concern. You may bring a companion 
(eg work colleague or union representative) to any meetings under this 
policy. Your companion must respect the confidentiality of your 
disclosure and any subsequent investigation. The concern will then be 
investigated under this policy. 

4. CONFIDENTIALITY

4.1 We hope that staff will feel able to voice whistleblowing concerns 
openly under this policy. Completely anonymous disclosures are often 
very difficult to investigate. If you want to raise your concern 
confidentially, we will make every effort to keep your identity secret and 
only reveal it where necessary to those involved in investigating your 
concern or if required for legal reasons. 

5. EXTERNAL DISCLOSURES

5.1 The aim of this policy is to provide an internal mechanism for reporting, 
investigating and remedying any wrongdoing in the workplace. In most 
cases you should not find it necessary to alert anyone externally.

5.2 The law recognises that in some circumstances it may be appropriate 
for you to report your concerns to an external body such as a regulator. 
We strongly encourage you to seek advice before reporting a concern 
to anyone external. Public Concern at Work operates an independent 
and confidential helpline. Their contact details are at the end of this 
policy.

6. PROTECTION AND SUPPORT FOR WHISTLEBLOWERS

6.1 The Council aims to encourage openness and will support 
whistleblowers who raise genuine concerns under this policy, even if 
they turn out to be mistaken. 

6.2 Whistleblowers must not suffer any detrimental treatment as a result of 
raising a genuine concern. If you believe that you have suffered any 
such treatment, you should inform the Senior Manager for People 
Management or Monitoring Officer immediately. 

6.3 You must not threaten or retaliate against whistleblowers in any way. If 
you are involved in such conduct, you may be subject to disciplinary 
action. 

6.4 If you make an allegation in good faith, but it is not confirmed by an 
investigation, no action will be taken against you.  However, if you 
make a false allegation maliciously, disciplinary action may be taken 
against you.
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6.5 Public Concern at Work operates a confidential helpline providing 
support and advice. Their contact details are at the end of this policy.

7. A COLLECTIVE RESPONSIBILITY TO REPORT CONCERNS

7.1 There is a responsibility for all officers to notify and report any issues of 
serious concern.  Failure to do so may have a negative impact on the 
delivery of council services, negatively impact on the Council’s 
reputation or impact on the conduct of an individual.  As a result, failure 
to declare or report such concern could be considered a disciplinary 
matter.  

8. CONTACTS

Monitoring Officer Iolanda Puzio

Tel: 07919 298368

Email: Iolanda.puzio@cumbria.gov.uk

Section 151 (Chief 
Finance) Officer

Julie Crellin

Tel: 01228 221062

Email: Julie.crellin@cumbria.gov.uk

Head of Internal Audit Emma Toyne / Peter Usher

Tel: 01228 226261

Email: emma.toyne@cumbria.gov.uk or           
peter.usher@cumbria.gov.uk

Public Concern at Work 
(Independent 
whistleblowing charity)

Helpline: (020) 7404 6609

E-mail: whistle@pcaw.org.uk

Website: www.pcaw.org.uk
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Appendix 2

Cumbria County Council – ‘Speak Up’

1. Introduction, Purpose and Scope

1.1 Why is speaking up important?

1.1.1 The Council is committed to conducting its business with the highest 
standards of fairness, integrity, ethics and respect for the law and our 
agreed behaviours.  

1.1.2 The Council is committed to hearing from the people it works with as to 
what is happening in the organisation.  A culture of transparency and 
openness is encouraged and a willingness to tackle challenging issues is 
fundamental to the good governance of any organisation, which in turn has 
a positive impact on the ability of the organisation to deliver its objectives.

1.1.3 The Council is committed to ensuring that colleagues, partners and other 
stakeholders are able to raise concerns openly in a safe environment and 
in the knowledge that concerns will be promptly considered with action 
taken where required action will be taken to address issues raised.

1.2 What is the purpose of Speak Up ?

1.2.1 For certain very serious disclosures, the law provides very specific 
protection for those people making such declarations. The Council has a 
Whistleblowing Policy in place to protect those people making declarations 
covered by law.  Before making or receiving declarations under  Speak 
Up, you need to consider whether the disclosure is a protected disclosure 
captured by the Whistleblowing Policy.  If the disclosure would be covered 
by the Whistleblowing Policy, you should always use that Policy.

1.2.2 The purpose of  Speak Up  is to provide an avenue for those people not 
covered by Whistleblowing and to encourage open and frank discussions 
in respect of any concerns, even if they are not of sufficient seriousness to 
be considered as ‘whistleblowing’.  

1.3 Who can Speak Up?

1.3.1 Speak Up  is available to all colleagues working for, with or on behalf of 
the Council, including employees, elected Members, consultants, 
contractors, agency workers, temporary and casual workers and 
volunteers.  It is also open to any party who has a business relationship 
with the Council such as suppliers, clients, or partner organisations who 
have concerns about wrongdoing within the Council.
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1.4 What types of concerns are covered by Speak Up?

1.4.1 Speak Up  can be used to raise any concerns you have or observations 
that are not covered by the Council’s Whistleblowing Policy, for example 
because the issue or the person making the disclosure are not covered or 
because the concern is of a less serious nature.

1.5 Speak Up is not designed to be used in the following 
circumstances:

1.5.1 Speak Up is not about issues affecting an individual’s personal 
employment situation.  The Council has developed policies and 
procedures to deal with the following specific issues:

 Grievance procedure – for dealing with difficulties within the 
workplace and to support employees who wish to raise concerns 
about their work, working environment or relationships with 
colleagues.

 Bullying and Harassment - to support employees and managers 
dealing with informal or formal complaints of bullying and 
harassment.

1.5.2 Speak Up may not be used to re-open or review a matter already decided 
under these other procedures. If you are uncertain whether something is 
within the scope of Speak Up you should seek advice from your line 
manager, trade union representative or the charity Public Concern at 
Work.

1.5.3 Speak Up is not to be used to question or challenge business, financial, 
policy or operational decisions made within the Council.

1.5.4 Speak Up is not to be used to report events that present an immediate 
threat to life or property.  In the event of an emergency situation, you 
should use appropriate emergency contact details.

1.5.5  Speak Up should not be used to settle personal disputes or to make 
accusations which you know to be incorrect.

1.5.6 If you are a service user who has a complaint about the service you have 
received from the Council, there is a Complaints policy that should be 
used.

2. Guidance on how and when to Speak Up

2.1 How to Speak Up

2.1.1 Speak Up allows you to raise concerns through a variety of channels.  If 
you are a member of Council staff, the policy doesn’t replace your usual 
reporting arrangements through line management.  If you see anything 
that you believe needs to be reported under Speak Up , the following 
channels are available:
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2.2 Line management

2.2.1 As a general guideline, the first person for Council staff to approach to 
raise a concern is your line manager.  If you are unable to approach your 
direct line manager, you can speak to the next manager in the structure.  

2.2.2 Your line manager will arrange a meeting with you as soon as possible to 
discuss your concerns.  You may bring a work colleague or a Trade Union 
representative to this meeting if you wish.  Your representative must agree 
to respect the confidentiality of any matters discussed in their presence.

2.3 Non-Council staff

2.3.1 If you are not a member of Council staff, you should raise your concern 
with your usual key contact within the Council.  If you are unable to do this 
for any reason, please refer to the Trusted Representatives section at 2.4 
below.

2.4 Trusted Representatives

2.4.1 If for any reason, you feel unable to report your concerns within your line 
management chain or to your usual key contact within the Council. You 
may feel that speaking in confidence to your Trade Union Representative 
may be beneficial or we have nominated a small number of Trusted 
Representatives who you can approach to report your concerns.  These 
officers are:

Monitoring Officer Iolanda Puzio
Tel: 01228 221062
Email: Iolanda.puzio@cumbria.gov.uk

Section 151 (Chief 
Finance) Officer

Julie Crellin
Tel: 01228 221062
Email: Julie.crellin@cumbria.gov.uk

Head of Internal 
Audit

Emma Toyne / Peter Usher 
Tel: 01228 226261
Email: emma.toyne@cumbria.gov.uk or 
peter.usher@cumbria.gov.uk

2.5 Confidentiality

2.5.1 Any Speak Up reports will be treated as confidentially as possible.  This 
means that information you provide will only be shared with as few people 
as possible to allow for initial investigation and resolution of the matter as 
appropriate.  We may need to inform any individual about whom a referral 
is made, but your identity will not be disclosed unless it is necessary to do 
so.  You must also respect confidentiality by not discussing the matter with 
others outside of the immediate reporting and investigation team.
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2.5.2 You may wish to seek support from your Trade Union representative either 
before raising a concern or at any time during any follow up 
work/investigation.  This is, of course, permitted, but we would ask that 
you and your Representative maintain the confidentiality of the report.  

2.6 Anonymous reporting

2.6.1 Concerns anonymously with any of the trusted representatives named 
above; however it can be difficult to investigate referrals if we cannot 
contact you for further information.  

2.6.2 The Council will consider what action is required in response to an 
anonymous allegation in light of:

(a) The seriousness of the allegation; 
(b) The credibility of the allegation; 
(c) The likelihood of obtaining information from other sources to confirm 

the allegation

2.6.3 You will not receive any information on the progress of your referral if you 
do not provide your details.

3. Follow Up – what happens after you Speak Up?

3.1 What can you expect after you Speak Up?

3.1.1 The information you provide will be assessed by the officer receiving the 
referral and if it is considered that another Council policy or procedure 
should be applied, you may be signposted elsewhere, for example the 
complaints policy or the grievance procedure. 

3.1.2 You will receive an acknowledgement of your referral and an outline of any 
further action that may be taken.  You will also be informed if the 
assessment has determined that no further action will be taken.

3.1.3 It will be at the discretion of the Council whether to provide you with 
information relating to the outcomes of the investigation.  We will not 
inform you of any outcomes affecting other individuals such as whether 
there were any disciplinary issues as this would breach the Council’s duty 
of care to others.

3.2 What is expected of you in connection with an investigation?

3.2.1 If you make a referral and there is a need to involve you in an 
investigation, you will be expected to cooperate and answer all questions 
honestly and fully. 

3.2.2 Once you have provided us with information, the Council may be obliged 
to continue with an investigation even if you do not wish to take the referral 
any further.
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3.3 Managers’ responsibilities under Speak Up

3.3.1 Managers are responsible for creating and maintaining a culture in which 
all staff feel confident to raise concerns.  Managers must ensure that all 
referrals under Speak Up are dealt with appropriately.

3.4 Responsibility for upholding the Speak Up 

3.4.1 Corporate Directors are responsible for ensuring the effectiveness of 
Speak Up within their directorates and for ensuring referrals are 
appropriately investigated.

3.5 Monitoring and review

3.5.1 The effectiveness of Speak Up will be reviewed annually by Corporate 
Governance Group which will oversee a review of how the policy has been 
implemented and utilised and how it has contributed to improved 
governance within the Council. Views of Trade Unions will be invited and 
considered as part of the annual review process.

3.5.2 Speak Up will be reviewed every two years or as required following review 
of its implementation and utilisation.

.
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AUDIT AND ASSURANCE COMMITTEE

Meeting date: 29 June 2018

From: Director of Finance (Section 151 Officer)

ANNUAL REVIEW OF AUDIT COMMITTEE EFFECTIVENESS 
2017/18
1.0 EXECUTIVE SUMMARY

1.1 This report provides a review of the work of the Audit and Assurance 
Committee against the core functions of an audit committee as defined 
within the CIPFA Position Statement on Audit Committees 2013.

1.2 The Council is required under the 2016 Delivering Good Governance 
Framework, to include within its Annual Governance Statement 
reference to and assessment of the effectiveness of key elements of the 
governance framework including the Audit Committee.

1.3 This assessment has been undertaken against CIPFA’s 2013 publication 
Audit Committees – Practice guidance for Local Authorities and Police.  

1.4 An analysis of how the Committee matches the core functions of an 
Audit Committee as set out in CIPFA Position Statement on Audit 
Committees 2013 is included in Appendix 1. 

2.0 POLICY POSITION, BUDGETARY AND EQUALITY 
IMPLICATIONS, AND LINKS TO COUNCIL PLAN

2.1 The Audit and Assurance Committee performs a key role in reviewing 
the Council’s overall systems of governance, risk management and 
internal control.

3.0 RECOMMENDATION

3.1 Members are asked to note the report and confirm the assessment of 
conformance with the core functions of an audit committee per the 2013 
CIPFA Guidance as set out at Appendix 1.
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4.0 BACKGROUND

4.1 The Audit and Assurance Committee has pursued its vigorous work 
programme throughout 2017/18, building on its activities in recent years.  The 
Chair and Vice Chair of the Committee were appointed to their roles in July 
2017 and have continued in their respective roles throughout the rest of the 
year. 

4.2 The Committee met four times during 2017/18 instead of the usual five 
meetings.  This was due to the time required to form the administration and 
finalise the membership of the respective committees following the election in 
May 2017.  Meetings were held on 12 & 25 September 2017, 5 January 2018 
and 20 March 2018.

4.3 On 12 September 2017, the committee received a report of the findings of the 
Lessons Learned Review of the Amey vs Cumbria County Council litigation.  
Also presented to Audit & Assurance Committee was the Chief Executive’s 
response to the report and a detailed action plan to address the issues 
identified within the report.  The Committee has received updates on the 
progress being made with delivery of the action plan at each subsequent 
meeting during the year as part of its regular reports on the Annual 
Governance Statement Action Plan.

4.4 At its meeting on 25 September, the Committee received the Annual 
Governance Statement for 2016/17 and action plan for 2017/18.  The action 
plan set out the actions required to address the two significant governance 
issues:

 Children’s Services Ofsted Inspection Outcomes
 Amey vs Cumbria County Council litigation

4.5 Committee received updates on the action plan at its meetings in January and 
March and took assurance that good progress had been made on each of 
these issues.

4.6 The Committee continues to take a keen interest in the arrangements for 
effective risk management.  The corporate risk register has continued to be a 
significant item on the committee’s agendas and assurances sought that the 
risk management arrangements in place are both robust and effective.  
Corporate and Assistant Directors have given the committee presentations on 
items from the corporate risk register allowing the committee to gain a deeper 
understanding of those risks and the arrangements in place to manage them.  
Deep dive presentations were received during the year on Management of 
Attendance and Cyber Risk.

4.7 The Committee has continued to receive regular progress reports on the work 
of Internal Audit and has sought assurances that audit recommendations have 
been implemented on a timely basis.  Committee has taken a particular 
interest in the outcomes of Internal Audit’s follow up work and is encouraged 
by the increased assurance levels in relation to the reported follow up audits.
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4.8 The Committee approved the internal audit charter, a key document required 
by the Public Sector Internal Audit Standards (PSIAS), which sets out the 
purpose, authority and responsibility of Internal Audit and ensures its 
independence.  The Charter also sets out the Committee’s commitment to 
ensuring that Internal Audit has access to all information considered 
necessary to undertake its work.

4.9 Committee also received the report of the External Quality Assessment of 
Internal Audit undertaken by the Chartered Institute of Internal Auditors.  The 
assessment reported the highest level of conformance with the mandatory 
Public Sector Internal Audit Standards (PSIAS) and provided some 
recommendations for further developing the audit service.

4.10 The Committee has responsibility for approving the annual Statement of 
Accounts, and annual training is sought from officers to assist in this 
significant responsibility.  The Committee also seeks assurances from the 
external auditor that the accounts present a true and fair view of the Council’s 
financial position.

4.11 Against the CIPFA core purpose statements for audit committees, the Audit 
and Assurance Committee compares well. The Committee has continued to 
hold separate private meetings with external audit before each Committee 
meeting and the Vice Chair and I meet regularly with the Group Audit 
Manager and other officers to discuss agendas and papers. 

4.12 The Committee has overseen the appointment of the Council’s external 
auditor from 2018/19 under the new arrangements set out within the Local 
Audit & Accountability Act.  The Committee received regular briefings on the 
work taking place to establish a national sector-led appointment body.  
Committee recommended that Council approved the appointment to be made 
by this organisation, Public Sector Auditor Appointments, on the Council’s 
behalf.

Julie Crellin
Director of Finance (Section 151 Officer)
31 March 2018

APPENDICES

Appendix 1 Assessment of Audit & Assurance Committee effectiveness  
against the core functions of an Audit Committee (CIPFA Position 
Statement 2013) 

Contact: Peter Usher, 01228 226261, peter.usher@cumbria.gov.uk
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Appendix 1 – Assessment of Audit and Assurance Committee Effectiveness against the core functions of an audit committee (CIPFA Guidance 2013)

Core functions of an audit committee Y P N Examples 

Be satisfied that the authority’s assurance statements, 
including the Annual Governance Statement, properly reflect 
the risk environment and any actions required to improve it, 
and demonstrate how governance supports the achievement 
of the authority’s objectives

 Audit & Assurance Committee review and approve the draft 
Annual Governance Statement prior to sign off by the 
Leader and the Chief Executive.

The Committee ensures that the significant governance 
issues identified within the AGS reflect their knowledge of 
the Council and that a robust action plan is in place to 
address the issues identified.  The Committee reviews 
progress against these actions on a quarterly basis.

The Committee also oversees risk management 
arrangements and ensures that risks are properly reflected 
within the corporate risk register.

In relation to the authority’s internal audit functions:

Oversee its independence, objectivity, performance and 
professionalism

Support the effectiveness of the internal audit process

Promote the effective use of internal audit within the assurance 
framework

 Audit & Assurance Committee has approved the internal 
audit charter which sets out the arrangements in place to 
ensure the independence of internal audit is maintained.

The Committee received regular progress reports from the 
Group Audit Manager and seeks its own assurances on the 
quality and robustness of the work undertaken as well as on 
the adequacy of the management responses to internal 
audit recommendations.

The Chair and Vice Chair have access to the Group Audit 
Manager and there are paper review meetings prior to each 
meeting between the Chair, Vice Chair and Group Audit 
Manager (Corporate Director and several other ADs).

Consider the effectiveness of the authority’s risk management 
arrangements and the control environment.  Review the risk 
profile of the organisation and assurances that action is being 
taken on risk-related issues, including partnerships with other 
organisations.

 On behalf of the committee, the Chair and Vice Chair 
receive regular briefings on the accounts.

Audit & Assurance Committee receives quarterly updates on 
the corporate risk register and seeks assurances that risks 
are being effectively identified, assessed and controlled.
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Appendix 1 – Assessment of Audit and Assurance Committee Effectiveness against the core functions of an audit committee (CIPFA Guidance 2013)

Core functions of an audit committee Y P N Examples 

The Committee invites members of the Extended 
Leadership Team to its meetings to give in depth 
presentations on items from the corporate risk register as 
necessary.  This enables the committee to receive direct 
management assurances that corporate risks are being 
effectively managed.

Monitor the effectiveness of the control environment, including 
arrangements for ensuring value for money and for managing 
the authority’s exposure to risks of fraud and corruption.

 Audit & Assurance Committee receive reports from both 
external and internal audit which provide assurances on the 
arrangements in place for ensuring value for money and for 
managing the authority’s exposure to fraud and corruption.

The Committee receives the counter-fraud and corruption 
policy for comment prior to its approval by Cabinet.  The 
policy was last reviewed by the Committee in February 
2015.

Consider the reports and recommendations of external audit 
and inspection agencies and their implications for governance, 
risk management and internal control.

 Audit & Assurance Committee receives regular reports from 
external audit as well as reports from other inspectorates as 
appropriate.

The Committee also receives assurances through the 
regular Annual Governance Statement updates in relation to 
matters identified by external inspectorates.

Support effective relationships between external audit and 
internal audit, inspection agencies and other relevant bodies 
and encourage the active promotion of the value of the audit 
process.

 Audit & Assurance Committee receives assurances that 
internal audit and external audit have effective dialogue in 
place to share information as appropriate.

Review the financial statements, external auditor’s opinion and 
reports to members, and monitor management action in 
response to the issues raised by external audit.

 Audit & Assurance Committee receives annual training on 
the Statement of Accounts in order to assist them with their 
responsibility to review and approve the Council’s accounts.
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Appendix 1 – Assessment of Audit and Assurance Committee Effectiveness against the core functions of an audit committee (CIPFA Guidance 2013)

Core functions of an audit committee Y P N Examples 
The Committee receives the external auditor’s reports and 
opinion on the accounts and their value for money 
judgement and seeks assurances on these as appropriate.
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AUDIT AND ASSURANCE COMMITTEE

Meeting date:  29 June 2018

From: ACTING GROUP AUDIT MANAGER 

INTERNAL AUDIT ANNUAL REPORT 2017-18

1.0 EXECUTIVE SUMMARY

1.1 This report provides a summary of the outcomes of the work of Internal 
Audit for 2017/18 and includes the Head of Internal Audit’s opinion on 
the effectiveness of the Council’s arrangements for governance, risk 
management and internal control in accordance with the requirements 
of the Public Sector Internal Audit Standards (PSIAS) 

1.2 Key points from internal audit’s annual report are:

 The annual opinion of the head of internal audit: based on the 
work undertaken by internal audit during 2017/18, the Group 
Audit Manager is able to provide reasonable assurance over the 
effectiveness of the Council’s arrangements for governance, risk 
management and internal control. This compares positively to 
the partial assurance opinion in 2016/17.

 Overall, 59% of Risk Based Audits resulted in Reasonable or 
Substantial assurance, with 41% resulting in Partial or Limited 
assurance. This shows an improvement on 2016/17 outcomes 
where only 27% resulted in Reasonable or Substantial assurance 
and 73% Partial or Limited assurance. 

 Similar themes have arisen across a number of audit reviews to 
those in 2016/17 and management has taken action to improve 
arrangements for these areas – risk management; performance 
management; and policies and procedures. See details at 
paragraphs 4.19-4.23.

 The work of internal audit is considered to have provided an 
appropriate level of coverage across the council to provide the 
opinion, except for Health Care and Communities Directorate 
where only one risk-based audit has been finalised. The low level 
of coverage in this Directorate does not however prevent the 
overall opinion being concluded. Sufficient audit work is planned 
for 2018/19.

 There have been no threats to internal audit’s independence in 
the year to which this opinion relates.

 Actions have been agreed in respect of individual audits.  
Summaries of the outcomes of all completed audits during the 
year are included at Appendix 1 (details of those shaded in grey 
have previously been reported to the Audit & Assurance 
Committee).  
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2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS

2.1 Internal Audit’s work is designed to provide assurance to management 
and members that effective systems of governance, risk management 
and internal control are in place in support of the delivery of council 
plan priorities.  

2.2 The Audit Plan aims to deliver a programme of internal audit reviews 
designed to target the areas of highest risk as identified through the 
corporate risk register together with management and internal audit 
view of key risk areas.

2.3 The Accounts and Audit Regulations (2015) require the Council to 
undertake an effective internal audit to evaluate the effectiveness of its 
risk management, control and governance processes, taking into 
account public sector internal auditing standards or guidance.  These 
standards are the Public Sector Internal Audit Standards (PSIAS) and 
the Local Government Application Note (LGAN) to the Standards.

2.4 Regular reporting to Audit and Assurance Committee enables 
emerging issues to be identified during the year.

3.0 RECOMMENDATION

3.1 Members are asked to note:

a) The progress in delivering the 2017/18 audit plan and the outcomes of 
completed audits set out at Appendix 1.

b) The Head of Internal Audit’s opinion of reasonable assurance over the 
adequacy and effectiveness of the council’s arrangements for 
governance, risk management and internal control for the year ended 
31 March 2018.

c) The Head of Internal Audit’s declaration of conformance with the 
mandatory PSIAS.

d) The Head of Internal Audit’s declaration of Internal Audit’s 
independence as required by the PSIAS.

e) Management’s commitment to implementing actions agreed in respect 
of audits undertaken in 2017/18.

4.0 BACKGROUND

4.1 All local authorities must make proper provision for internal audit in line with 
the 1972 Local Government Act. The Accounts and Audit Regulations 2015 
require the Council to undertake an effective internal audit to evaluate the 
effectiveness of its risk management, control and governance processes, 
taking into account public sector internal auditing standards or guidance.  
These standards are the Public Sector Internal Audit Standards (PSIAS) and 
the Local Government Application Note (LGAN) to the Standards.  
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4.2 Internal Audit is responsible for providing independent assurance to the 
Council’s senior management and to the Audit and Assurance Committee on 
the systems of governance, risk management and internal control.

4.3 It is management’s responsibility to establish and maintain internal control 
systems and to ensure that resources are properly applied, risks 
appropriately managed in line with acceptable tolerances and that outcomes 
are achieved. Management is responsible for the system of internal control 
and should set in place policies, procedures and checks to ensure that 
controls are operating effectively. 

4.4 The internal audit plan for 2017/18 was prepared using a risk-based 
approach and following consultation with senior management to ensure that 
internal audit coverage is focused on the areas of highest risk to the council.  
The plan has been prepared to allow the production of the annual internal 
audit opinion as required by the PSIAS.

4.5 This report provides an update on the work of internal audit up to 31 May 
2018 and includes a summary of the outcomes of audit reviews completed in 
the period.  This includes work carried forward from the 2016/17 audit plan.

Annual Opinion of the Head of Internal Audit on the Council’s Arrangements 
for Governance, Risk Management and Internal Control

4.6 The purpose of this report is to give my opinion as the Head of Internal Audit 
for Cumbria County Council on the adequacy and effectiveness of the 
council’s systems of governance, risk management and internal control 
based on the work undertaken by Internal Audit for the year ended 31 March 
2018.  This annual opinion from the designated head of Internal Audit is a 
requirement of the PSIAS which states that the “chief audit executive must 
deliver an annual internal audit opinion and report that can be used by the 
organisation to inform its governance statement.”

4.7 In giving this opinion, it should be noted that assurance can never be 
absolute and it is not possible to give complete assurance.  My opinion is 
based on the work undertaken by Internal Audit during the year, including 
the outcomes of follow up work.

4.8 I am satisfied that sufficient audit work has been undertaken to allow me to 
provide an opinion except for Health Care and Communities Directorate 
where only one risk-based audit has been finalised. The newly appointed 
Executive Director – People has expressed his commitment to ensuring 
improved engagement in this area in order that sufficient audit work is 
completed in 2018/19.

4.9 I can also confirm that there has been no threat to Internal Audit’s 
independence that would impact on the provision of my opinion.

4.10 Audit Opinion statements available to me using the agreed Internal Audit 
reporting methodology are:

 Substantial Assurance – there is a sound framework of governance, risk 
management and internal control and the outcomes of internal audit work 
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during the year have confirmed that controls and governance 
arrangements are operating effectively.

 Reasonable Assurance - there is a reasonable system of internal control 
in place which should ensure that objectives are generally achieved, but 
some issues have been raised which may result in a degree of risk 
exposure beyond that which is considered acceptable.

 Partial Assurance - the systems of governance, risk management and 
internal control designed to achieve the Council’s objectives is not 
sufficient. Some areas are satisfactory but there are an unacceptable 
number of weaknesses which have been identified and the level of non-
compliance and / or weaknesses in the system of governance and control 
puts the Council’s objectives at risk.

 Limited Assurance - Fundamental weaknesses have been identified in 
the systems of governance, risk management and internal control 
resulting in the control environment being unacceptably weak and this 
exposes the Council’s objectives to an unacceptable level of risk.

4.11 My opinion is that I can provide reasonable assurance over the adequacy 
and effectiveness of the systems for governance, risk management and 
internal control operated by the council in 2017/18.

Basis of the Opinion

4.12 The opinion is based on the work undertaken by internal audit during the 
year which was based on the audit plan approved by Audit & Assurance 
Committee in March 2017.

4.13 I am satisfied that there has been sufficient coverage to allow me to provide 
an opinion.  

4.14 The audit plan is prepared using a risk based approach designed to provide 
assurance over the areas considered to be of highest risk to the Council.  

Internal Audit Coverage and Outcomes

4.15 The audit plan for 2017/18 was approved by Audit & Assurance Committee 
on 20 March 2017 following agreement at Corporate Management Team.  
The annual opinion is based on the audits completed from the plan at 31 
May 2018 and includes work from the 2016/17 plan where reports were 
finalised after the 2016/17 audit opinion was prepared. 

4.16 The annual opinion is based on the outcomes of 43 finalised audits, 
including 4 school audits.  This represents 59% of planned work for the year 
and is considered sufficient to provide an audit opinion.  

4.17 Where audits completed to draft report stage are included, coverage rises to 
47 audits representing 64% of the number of audits planned.  Audits from 
the 2017/18 plan still in progress at the time of writing will be finalised and 
the outcomes reported as part of the 2018/19 progress reports and annual 
opinion.  Audits completed to draft report stage are summarised at Appendix 
2.
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4.18 Of the 32 finalised risk based audits (excludes schools, grant claims etc.), 19 
received Reasonable or Substantial assurance (59%), whilst 13 resulted in 
Partial or Limited assurance (41%).  Of these 32, 8 were follow-up reviews of 
actions agreed in earlier audit reports.  This shows an improvement on 
2016/17 outcomes where 22 risk based audits were completed with 6 
resulting in Reasonable or Substantial assurance (27%) and 16 in Partial or 
Limited assurance (73%). 

4.19 The 2016/17 annual report highlighted a small number of themes arising 
from internal audit reviews completed during that year which required 
addressing at a corporate level to ensure frameworks of governance, risk 
management and internal controls are strengthened.  These were as follows:

 Operational risk management arrangements
 Performance management 
 Maintenance of operational policies, protocols, strategies and 

procedures 

4.20 A management response to the annual report was presented to the Audit & 
Assurance Committee in September 2017 along with an action plan to 
address the themes identified. These actions are being worked through and 
have resulted in a number of developments as set out below. 

4.21 Management have developed a refreshed Performance and Risk 
Management Framework (PRMF) which is due to be considered by Cabinet 
in June 2018. Following this, training will take place to embed the PRMF.

4.22 An overarching guidance document has also been produced to support the 
development and maintenance of operational procedures, protocols and 
other guiding documents. Work is ongoing to roll-out the new guidance and 
tools and introduce a risk-based 3-year programme of review of policies and 
procedures. An overarching evaluation of the roll-out of the guidance and its 
impact is due to be carried out in the coming months. 

4.23 An analysis of audits completed in 2017/18 identified the same or similar 
themes to those in 2016/17 but it is anticipated that the management actions 
above will result in improvements by the end of 2018/19.

4.24 The outcomes of audit follow ups have shown improvements since the 
original audits and in most cases the assurance opinion has increased. 
Where the assurance opinion has remained the same there was still 
evidence of progress on implementation of agreed actions.

Proposed amendments to the audit plan

4.25 It is intended that all audits that were in progress at the time of preparing the 
annual report will be completed and rolled forward into the 2018/19 reporting 
and opinion statement.

4.26 There is one exception which was reported to Audit & Assurance Committee 
in March 2018; the audit of Payments to Care Providers was re-risk 
assessed as part of the audit planning for 2018/19 and is no longer 
considered a priority for internal audit review.
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Statement of Conformance with the Public Sector Internal Audit Standards

4.27 The risk based approach has been designed to ensure all internal audit work 
is conducted in accordance with the Public Sector Internal Audit Standards.  
All audit work has been conducted in line with the agreed audit methodology 
and has been subject to Quality Assurance checks by internal audit 
management.

APPENDICES

Appendix 1:  Summary of Final reports issued to 31 May 2018
Appendix 2: Progress on completion of planned work
Appendix 3: Internal Audit performance measures

IMPLICATIONS

Staffing: none
Financial: none
Property: none
Electoral Division(s): none

Executive Decision No*

Key Decision No*

If a Key Decision, is the proposal published in the current Forward Plan? N/A*

Is the decision exempt from call-in on grounds of urgency? No*

N/A*If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained?

No*Has this matter been considered by Overview and Scrutiny?
If so, give details below.

PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS
[including Local Committees]

No previous relevant decisions

CONSIDERATION BY OVERVIEW AND SCRUTINY

Not considered by Overview and Scrutiny

BACKGROUND PAPERS

No background papers

Contacts: Peter Usher or Emma Toyne, Acting Group Audit Manager
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

7

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

CHILDREN AND FAMILY SERVICES

Periodic 
Payments to 
External 
Providers

05/04/17 14/06/17 18/07/17 Limited
High Priority: 6
Medium Priority: 2
Advisory: 0

Details previously reported to Audit 
Committee.

St Bridget’s 
Primary 
School, Parton

n/a 15/02/17 19/07/17 Partial
High Priority: 1
Medium Priority: 11
Advisory: 4

Details previously reported to Audit 
Committee.

Emergency 
Duty Team

05/04/17 30/06/17 07/08/17 Partial
High Priority: 2
Medium Priority: 3
Advisory: 5

Details previously reported to Audit 
Committee.

Focus Families 
Follow Up 
audit

n/a 14/09/17 10/11/17 Reasonable
High Priority: 0
Medium Priority: 2
Advisory: 0

Details previously reported to Audit 
Committee.

Seascale 
Primary School

n/a 25/07/2017 06/09/2017 Reasonable
High Priority: 0
Medium Priority: 7
Advisory: 8

Details previously reported to Audit 
Committee.
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

8

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Our Lady of 
the Rosary, 
Dalton In 
Furness

n/a 16/08/17 12/09/17 Reasonable
High Priority: 0
Medium Priority: 5
Advisory: 9

Details previously reported to Audit 
Committee.

St Martin’s & 
St Mary’s 

13/06/17 27/09/17 10/11/17 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 5

Details previously reported to Audit 
Committee.

Youth 
Offending 
Services

12/06/2017 16/10/2017 28/11/2017 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 2

Details previously reported to Audit 
Committee.

Early Help 11-
19

12/06/2017 19/10/2017 28/11/2017 Substantial
High Priority: 0
Medium Priority: 0
Advisory: 2

Details previously reported to Audit 
Committee.

Child 
Placements

20/10/2017 09/02/2018 03/05/2018 Reasonable
High Priority: 0
Medium Priority: 2
Advisory: 1

Scope: to provide assurance over the 
arrangements for contract compliance 
around:

 Clarity of roles and responsibilities
 Systems in place to monitor 

contracts, including taking any 
agreed discounts
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

9

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Recording and reporting systems
 IPA (Individual Placement 

Agreements) are being used 
appropriately

 Identification of any areas for 
improvement

Medium priority recommendations were made 
in respect of the following:

 Management to ensure that annual 
monitoring forms are completed and 
returned by all providers.

 Management arrangements to be put 
in place that ensure all relevant 
documentation is provided by the 
district social work teams to the 
Commissioning Team by required 
timescales and in accordance with the 
agreed procedures.

Social Worker 
Recruitment & 
Retention

06/07/2017 07/02/2018 18/05/2018 Partial
High Priority: 2
Medium Priority: 5
Advisory: 0

Scope: to provide assurance over the 
arrangements for:

 Establishing appropriate number 
of Social Workers to deliver 
services safely and effectively.
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

10

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Monitoring these levels to 
ensure individual caseloads 
remain appropriate.

 Recruitment and retention of 
permanent Social Workers.

 Use of Externally Provided 
Workforce (EPW) in line with 
corporate requirements.

 Management of staffing budgets 
for Social Workers

High priority recommendations were made in 
the following areas:

 Social Worker recruitment and 
retention priorities should be 
subject to regular structured 
reporting.

 Management should always obtain 
written confirmation on DBS checks 
for EPW staff
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

11

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Medium priority recommendations were made 
in the following areas:

 Directorate risk register mitigations 
should be aligned to service and 
improvement plan objectives and 
regular monitoring of risk 
mitigations should be evidenced.

 Workforce and Practice Board 
governance arrangements to be 
clarified.

 Management should obtain 
confirmation that regular 
supervision meetings are taking 
place.

 Approval for market supplements to 
be documented and monitoring 
arrangements over these made 
clear.

 Key performance indicators should 
ideally show current performance 
(baseline position) and include 
clear targets to enable effective 
performance management.

Direct 
Payments – 
follow up

n/a 09/05/18 24/05/2018 Reasonable
High Priority: 0
Medium Priority: 2
Advisory: 1

Of the original recommendations, 5 have 
been fully implemented and 3 have been 
partially implemented. 2 of these are medium 
priority as set out below:
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

12

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Objectives (with relevant 
performance measures or targets 
where appropriate) to be identified 
and documented for the operation 
of Direct Payments.

 Health contributions towards care 
packages have now been identified 
and recorded but the outstanding 
amounts identified as due from 
Health are still to be fully 
recovered.           
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

13

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

CUMBRIA FIRE AND RESCUE

Fire Safety 
Inspection 
Programme

28/07/2017 15/11/2017 12/12/2017 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 2

Details previously reported to Audit 
Committee.

Operational 
Firefighter 
training – 
follow up

n/a 13/04/18 24/05/2018 Partial
High Priority: 1
Medium Priority: 4
Advisory: 2

Of the 11 recommendations, 4 have been 
fully implemented; 5 have been partially 
completed; and 2 still need to be completed.
There is one outstanding high priority 
recommendation:

 The quarterly report to senior 
management on the completion of 
maintenance of skills still shows that 
targets for completion of training are 
not being achieved. The report also 
identifies some concerns over data 
quality. Management arrangements to 
ensure that firefighters complete and 
record their maintenance of skills 
training are still not fully effective and 
further action is required on this.
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

14

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

There are 4 medium priority 
recommendations that require further action:

 Some training strategies and 
policies still need to be finalised 
and published. There should be a 
clear overall record in place to 
show which strategies/policies are 
required and when/who approved 
these. 

 Develop objectives in the training 
departmental plan so they meet 
SMART criteria and can be 
measured, monitored and reported.      

 Station training risk profiles to be 
reviewed annually as required.   

 Internal training course content 
review dates to be monitored by 
training team management, 
ensuring that they are updated by 
subject experts in a timely manner 
and remain current
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15

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

ECONOMY AND HIGHWAYS DIRECTORATE

Capital 
Receipts

19/09/16 31/05/17 19/09/17 Reasonable
High Priority: 0

Medium Priority: 3

Advisory: 2

Details previously reported to Audit 
Committee.

Parking 
Enforcement

21/02/2017 06/07/2017 22/12/2017 Partial
High Priority: 1

Medium Priority: 2

Advisory: 0

Details previously reported to Audit 
Committee.

Statutory 
Compliance

19/05/2017 22/03/2018 24/05/2018 Partial
High Priority: 1

Medium Priority: 3

Advisory: 0

Scope: to provide assurance over 
management’s arrangements to ensure all 
statutory required testing is undertaken in 
accordance with legislation and council 
requirements.

The audit included  one high priority 
recommendation in respect of:

 Ensuring that management know that 
all required tests are undertaken.
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16

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

The audit included  medium priority 
recommendations in respect of:

 Ensuring there is robust information 
held on the tests and their outcomes.

 Ensuring roles, responsibilities and 
objectives for statutory compliance are 
clearly defined.

 Establishing a Quality Assurance 
mechanism

Waste 
Contract

27/02/2018 01/05/2018 23/05/2018 Substantial
High Priority: 0

Medium Priority: 0

Advisory: 1

Scope: to provide assurance over the 
governance arrangements in respect of:

 Board’s terms of reference.
 Membership (level & representation).
 Frequency of meetings and attendance 

– in accordance with your stated / 
expected frequency.

 Arrangements for decision making and 
recording of decisions. 

 Level of scrutiny and challenge.
 Action tracking.
 Reporting to CMT and members.
 Arrangements for quality of 

information.
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17

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Bridge 
Inspections

23/06/2018 03/11/2017 24/05/2018 Partial
High Priority: 3

Medium Priority: 6

Advisory: 1

Scope: to provide assurance over the 
arrangements for 

 Compliance with legislation, 
industry guidance and best practice

 Safety of staff undertaking 
inspections

 Performance and risk management

High priority recommendations were made in 
the following areas:

 Risk management

 Performance management 

 Health & safety arrangements

Medium priority issues related to:

 Management assurances over the 
bridge inspection programme

 Appraisals and one to one / 
supervision meetings

 Documentation of decisions in relation 
to inspections
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18

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Monitoring of compliance with the 
Code of Practice - Well-managed 
Highway Infrastructure

Health & 
Safety

12/07/2018 22/02/2018 June 2018 Limited
High Priority: 6

Medium Priority: 3

Advisory: 0

Scope: to provide assurance over 
management’s arrangements for governance, 
risk management and internal control in the 
following areas:

 Health & Safety Strategy and 
supporting framework.

 Roles and responsibilities.

 Assurance over compliance with 
health & safety requirements 
across the Council

High priority recommendations were made in 
respect of:

 Corporate Health & Safety Action 
Plan 

 Risk management

 Governance arrangements

 Management roles and 
responsibilities
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19

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Audit assurance from H&S audits

 Reviewing and updating 
procedures

Medium priority recommendations were made 
in respect of:

 Service plan

 Awareness and training

 Performance management

Flood Risk 
Management

04/07/2017 19/12/2017 24/05/2018 Reasonable
High Priority: 0

Medium Priority: 6
Advisory: 0

Scope: to provide assurance over 
management’s arrangements for effective 
governance, risk management and internal 
controls over Council led projects in support 
of the programme of work to deliver the Local 
Flood Risk Management Action Plan, in 
particular:

 Funding arrangements 
 Management of delivery of individual 

projects 

Medium priority recommendations were made 
in respect of:
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

20

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 The Flood Risk Management 
Strategy Action Plan to be reviewed 
and updated (no done since it was 
approved in 2015).

 Risks included on the Flood and 
Development Management Service 
Plan should be routinely monitored 
and reported.

 Management should define their 
requirements for the recording and 
monitoring of Flood Risk 
Management project data and 
introduce a mechanism to ensure 
that the information is recorded 
accurately.

 The internal arrangements for 
reporting progress, recording 
decisions or actions and the 
sharing of monthly BRAG reports 
relating to the Flood Risk 
Management projects to be 
formally defined and agreed.  
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

21

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 Local guidance on applying the 
WEM Framework and defining any 
compliance checks needs to be 
prepared.

 All Flood Risk Management schemes 
to be presented for SIG approval prior 
to commencement.
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

22

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

HEALTH CARE AND COMMUNITY SERVICES

QA over Care 
Providers

17/08/2017 25/01/2018 01/06/2018 Partial
High Priority: 2

Medium Priority: 4

Advisory: 2

Scope: to provide assurance over 
arrangements for capturing, recording and 
utilising intelligence data about the care 
delivered by internal and external providers, 
with a focus on safeguarding information.
The audit identified high and medium priority 
recommendations in the following areas:

 Ensuring that management’s 
expectations for care quality objectives 
are defined and arrangements are in 
place to regularly assess and manage 
delivery.

 A policy and clear, consistent 
procedures for raising concerns about 
care delivery should be documented 
and communicated, with training 
provided where necessary

 Ensuring there are risk management 
processes in place that are compliant 
with the council’s risk management 
policy

 Ensuring that Safeguarding and Care 
Governance Board defines the format 

134



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

23

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

and frequency of information required 
to provide adequate assurance over 
the quality of care provision and 
compliance with legal requirements.

 Management should set a deadline for 
implementing a consistent quality 
assurance system for all care 
providers, with agreed performance 
measures and monitoring 
arrangements

 Management should agree, define and 
communicate arrangements for 
collecting, collating, recording and 
reporting intelligence data about care 
providers across the service.

Public Health – 
Screening 
Services -
follow up

n/a 09/04/2018 16/04/2018 Partial
High Priority: 1

Medium Priority: 1
Advisory: 0

Governance & Accountability
Internal Audit is unable to provide assurance 
on the effectiveness of arrangements in place 
for the County Council to hold the Director of 
Public Health fully to account for the delivery 
of the Council’s statutory public health duties. 
Reasons are as follows:

 The Health Protection Working 
Group is a newly established 
group.

 Evidence has not been provided 
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24

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

of health protection objectives 
and targets being set.

 The Director of Public Health is 
only held to account indirectly 
within the Council through the 
Corporate Director and other 
senior officers being members 
of the Health & Wellbeing 
Board.

Delivery of Statutory Public Health Duties
Current arrangements for planning, 
programming and overseeing screening 
services work do not provide the Director of 
Public Health and Cumbria County Council 
with assurance that statutory health 
protection duties in this area are being fully 
and effectively delivered.
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25

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

RESOURCES & TRANSFORMATION

Accounts 
Receivable

02/02/17 07/06/17 31/07/17 Reasonable
High Priority: 0

Medium Priority: 5

Advisory: 1

Details previously reported to Audit 
Committee.

ICT Projects 30/01/17 21/06/17 31/07/17 Partial
High Priority: 1
Medium Priority: 6
Advisory: 0

Details previously reported to Audit 
Committee.

Cyber Security 09/03/17 04/09/17 02/10/17 Reasonable
High Priority: 0
Medium Priority: 4
Advisory: 0

Details previously reported to Audit 
Committee.

Information 
Security follow 
up audit

n/a 04/04/17 30/08/17 Reasonable

High Priority: 0
Medium Priority: 2
Advisory: 1

Details previously reported to Audit 
Committee.
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26

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

Accounts 
Payable

26/06/2017 29/11/2017 30/01/2018 Reasonable
High Priority: 0
Medium Priority: 6
Advisory: 4

Details previously reported to Audit 
Committee.

Insurance 25/07/2017 18/10/2017 29/01/2018 Substantial

High Priority: 0

Medium Priority: 0

Advisory: 3

Details previously reported to Audit 
Committee.

Agency Staff 
Follow Up

n/a 09/11/2017 26/01/2018 Reasonable Details previously reported to Audit 
Committee.

Traded 
Services follow 
up

n/a 13/12/2017 26/01/2018 Reasonable Details previously reported to Audit 
Committee.

Ethical Policies 12/01/2016 6/10/2017 14/02/2018 Partial

High Priority: 2

Medium Priority: 5

Advisory: 0

Details previously reported to Audit 
Committee.

Data Quality 
Follow Up

n/a 25/01/2018 20/02/2018 Reasonable Good progress has been made in 
implementing the agreed actions.  Of the six 
agreed actions, one has been fully 
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APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

27

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

implemented, four have been partially 
implemented and one has not been 
implemented.
Recommendations have been made to further 
strengthen the arrangements:

 DQ policy to be regularly reviewed and 
evidence of the review to be retained

 Training and awareness raising on the 
policy and roles and responsibilities 
within it

 Further strengthening of DQ within 
project management arrangements

 Ensuring Assistant Directors are aware 
of the requirement for their services to 
have appropriate arrangements for 
ensuring Data Quality

Sickness 
absence 
management

29/09/2017 27/02/2018 June 2018 Reasonable

High Priority: 0

Medium Priority: 5

Advisory: 0

Scope: to provide assurance over 
management’s arrangements for governance, 
risk management and internal control in the 
following areas:

 Communication and training on 
corporate policies and procedures.

 Consistent implementation of 

139



APPENDIX 1 – SUMMARY OF OUTCOMES OF FINAL AUDIT REPORTS ISSUED TO 31 MAY 2018

28

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

corporate policies and procedures.
 Monitoring and reporting of 

absence data and actions following 
this.

 Accuracy of absence data.
 Roles and responsibilities in 

respect of the above.

Medium priority recommendations were made 
in respect of:

 Operational risks have not been 
documented and regularly reviewed 
in line with the corporate risk 
management process.

 Schools staff sickness absence is 
not corporately monitored.

 Compliance with current data 
protection legislation has not been 
fully considered.

 Scanning and attachment of self-
certification/ medical certificates by 
Line Managers is inconsistent.
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29

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

IT Business 
Continuity

13/10/2017 28/03/2018 14/05/2018 Partial

High Priority: 1

Medium Priority: 1

Advisory: 2

Scope: to provide assurance over 
management’s arrangements for governance, 
risk management and internal control in the 
following areas:

 Arrangements in place for 
identifying and prioritising business 
critical IT systems

 Mechanisms for identifying and 
managing risks which may impact 
on these business critical IT 
systems (to an agreed level of 
resilience)

 Planning for prompt and prioritised 
recovery of these systems in the 
event of a business continuity 
incident

 Arrangements to ensure that 
business continuity plans operate 
as expected (ie regularly 
tested/refreshed)

The High priority recommendation was made 
in respect of:
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30

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 The ICT service is to document an 
ICT Services Continuity plan 

The Medium priority recommendation was 
made in respect of:

 A full risk assessment of ICT 
Services Continuity to be actioned

Project 
management

19/12/17 29/03/18 24/05/2018 Reasonable

High Priority: 0

Medium Priority: 3

Advisory: 2

Scope: to provide assurance over 
management’s arrangements for governance, 
risk management and internal control in the 
following areas:

 Development of a corporate Project 
Management (PM) Methodology, 
including engagement and approval. 

 Communication and training on the 
agreed PM Methodology.

 Application of PM Methodology on 
projects managed by the Corporate 
Transformation Team.

The Medium priority recommendations were 
made in respect of:

 Consideration be given to making 
corporate procedures on 
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31

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

programmes/project management 
mandatory or as a minimum key 
aspects of the guidance (such as 
PID, Project Plan or project 
closure) for projects of certain 
scale/value etc.(not accepted)

 Project team membership and 
individual roles and responsibilities 
should be clearly set out in the PID 
and form part of the project 
approval.

 Staff time and costs on projects 
should be estimated at project 
initiation and monitored during the 
course of the project (not accepted)

National Fraud 
Initiative

n/a n/a n/a n/a Internal Audit co-ordinated the review and 
investigation of match reports from the 
Cabinet Office and the main outcomes were 
as follows:

 385 blue badges cancelled as 
cardholder was deceased and Council 
had not been informed. 
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32

Audit Review Scope 
agreed and 
issued

Draft report 
issued

Final report 
issued

Assurance level and 
analysis of 
recommendations

Summary of key outcomes and 
recommendations

 £49,190 pensions overpayments 
where pensioner was deceased and 
Council had not been informed. 
£42,836 recovered to date.

 Two potential overpayments of 
pension to a re-employed pensioner 
being investigated (estimated values of 
£25,498 and £6,283.

 4,825 concessionary travel passes 
cancelled as cardholder was deceased 
and Council had not been informed.
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33

Directorate / Audit type Audit Planned 
days

Stage/assurance

2016/17 Plan

Resources & Transformation Ethical Policies (rolled forward from 2015/16 plan) 25 Completed - partial

Follow up Focus Families (rolled forward from 2015/16 plan) 5 Completed - reasonable

Children & Families Periodic Payments to external providers 20 Completed - limited

Children & Families Emergency Duty Team 20 Completed - partial

Children & Families Early Help (0-12) 20 Draft report issued to 
Corporate Director 
September 2017.
Allocation of agreed actions 
to be finalised with Executive 
Director – People.

Corporate Review Risk Management 25 Draft position statement 
issued to Assistant Director.

Economy & Highways Capital Receipts 20 Completed - reasonable

Economy & Highways Statutory Compliance 20 Completed - partial

Economy & Highways Car Parking Enforcement 20 Completed - partial

Health & Care Services Safeguarding 20 Not yet started – carried 
forward to 18/19 plan

Health & Care Services Financial arrangements for Learning Disabilities 20 Fieldwork

Health & Care Services Homecare Commissioning 20 Had to be re-scoped so not 
yet started - carried forward 
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34

Directorate / Audit type Audit Planned 
days

Stage/assurance

to 18/19 plan

Financial System Accounts Receivable 15 Completed - reasonable

Follow up Information Security 5 Completed - reasonable

Resources & Transformation ICT Projects 20 Completed - partial

Resources & Transformation Cyber security 20 Completed - reasonable

2017/18 Plan

Children & Families Children with Complex Needs 20 Fieldwork

Children & Families Youth Offending Service 20 Completed - reasonable

Children & Families Child Placements 20 Completed - reasonable

Children & Families Early Help (11-19) 20 Completed - substantial

Children & Families Social Worker Recruitment / Retention 20 Completed - partial

Children & Families - Schools School audit visits 60

St Bridget’s Primary, Parton Completed - partial

Seascale Primary Completed - reasonable

Our Lady of the Rosary, Dalton Completed - reasonable

St Martin’s and St Mary’s, Windermere Completed - reasonable
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35

Directorate / Audit type Audit Planned 
days

Stage/assurance

St Cuthbert’s, Carlisle Draft report issued

Newtown Community, Carlisle Not yet started – carried 
forward to 18/19 plan

Cumbria Fire & Rescue Risk Based Fire Safety Inspection 20 Completed - reasonable

Economy & Highways Waste Contract 20 Completed - substantial

Economy & Highways Bridge Inspections 20 Completed - partial

Economy & Highways Health & Safety 20 Completed - limited

Economy & Highways Highways Operational Delivery 20 Not yet started – carried 
forward to 18/19 plan

Economy & Highways Flood Risk Management 20 Completed - reasonable

Health, Care & Communities Direct Payments / Individual service funds 20 Draft report issued  April 
2018

Health, Care & Communities Quality Assurance over Care Provision 20 Completed - partial

Health, Care & Communities Allocation of Personal Budgets 20 Fieldwork – audit was 
suspended at client request 
during CQC inspection.

Health, Care & Communities Adults with Complex Needs 20 Not yet started – carried 
forward to 18/19 plan

Resources & Transformation Sickness Absence Management 20 Completed - reasonable

Resources & Transformation IT Business Continuity 20 Completed - partial

Resources & Transformation Digital Transition 20 Fieldwork

Resources & Transformation Project Management 20 Completed - reasonable
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36

Directorate / Audit type Audit Planned 
days

Stage/assurance

Financial System Accounts Payable 20 Completed - reasonable

Financial System Insurance 15 Completed - substantial

Financial System Controcc 15 Scope agreed but start of 
audit deferred to June 2018 
at client request - carried 
forward to 2018/19 plan

Follow up Traded Services (2014/15) 5 Completed - reasonable

Follow up Data Quality (2015/16) 5 Completed - reasonable

Follow up IT Strategy (2015/16) 5 Not yet started – carried 
forward to 2018/19 plan

Follow up Transition from Children’s Service to Adulthood 
(2015/16)

5 Fieldwork

Follow up Highways Area Offices (2015/16) 5 Management Update 
requested 13/9/17

Follow up Highways Supply Chain (2015/16) 5 Fieldwork

Follow up Agency (EPW) Staff (2015/16) 5 Completed - reasonable

Follow up Public Health – Health Protection (2015/16) 5 Completed - partial

Follow up Fire & Rescue – Operational Firefighter Training 
(2016/17)

5 Completed - partial

Follow up Section 38 Agreements (2016/17) 5 Was due to start Dec 2017 
but deferred pending 
corporate director sign off of 
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37

Directorate / Audit type Audit Planned 
days

Stage/assurance

original audit (audit signed 
off 23 May 2018)

Follow up Direct Payments (Children and Families Services) 
(2016/17)

5 Completed - reasonable

Follow up Concessionary Travel (2016/17) 5 Fieldwork

Follow up Social Work Practice (2016/17) 5 Management update 
statement issued 

Follow up Care Act Implementation (2015/16) 5 Not yet started – carried 
forward to 2018/19 plan

Follow up Learning Disabilities Pooled Fund (2015/16) 5 Not yet started – carried 
forward to 2018/19 plan

Follow up Multi-Agency Safeguarding Hub (2016/17) – joint 
follow up between County Council and Police.

5 Fieldwork

Follow up Coroner’s Service (2016/17) 5 Management update 
statement issued

Follow up Employee Expenses (2016/17) 5 Fieldwork

Follow up Periodic Payments to Foster Carers (2016/17) 5 Fieldwork

Follow up ICT Projects (2016/17) 5 Not yet started – carried 
forward to 2018/19 plan

Follow up Emergency Duty Team 5 Management update 
statement received but a 
number of actions not 
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38

Directorate / Audit type Audit Planned 
days

Stage/assurance

completed pending service 
review. Will follow up later in 
year.

Grant claim Cumbria Growth Deal grant 5 Completed

Grant claim Police & Crime Panel grant 5 Completed

Grant claim Sport England grant 5 Completed

Grant claim BSOG grant 5 Completed

Grant claim Focus Family grant 10 Completed 

National Fraud Initiative (NFI) Data matching exercise 20 Completed

In year request Barrow Library income systems 10 Completed150



Appendix 3 – measures of internal audit performance

Measure Description Target Actual Explanations for 
variances / 
remedial action 
required

Completion of 
audit plan

% of audits 
completed to draft / 
final report

90% 64% 2016/17 actual was 
81% but this 
included reports 
issued to the end of 
August 2017. 
Therefore 2017/18 
has only covered 9 
months of audit 
activity.

Audit scopes 
agreed

Scoping meeting to 
be held for every risk 
based audit and 
client notification 
issued prior to 
commencement of 
fieldwork.

100% 100% All audits require a 
scoping meeting 
prior to 
commencing work.

Draft reports 
issued by agreed 
deadline

Draft reports to be 
issued in line with 
agreed deadline or 
formally approved 
revised deadline 
where issues arise 
during fieldwork.

70% 81%

Timeliness of final 
reports

% of final reports 
issued for corporate 
director comments 
within five working 
days of management 
response or closeout 
meeting (where no 
additional work is 
required to be 
undertaken)

90% 89%

Recommendations 
agreed

% of high / medium 
priority 
recommendations 
accepted by 
management

95% 100%

Assignment 
completion

% of individual 
reviews completed to 
required standard 
within target days or 

75% 56% Follow up audits 
have taken longer 
than expected and 
we will review 
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Measure Description Target Actual Explanations for 
variances / 
remedial action 
required

prior approval of 
extension by audit 
manager.

budgets required 
for these.

Some other audits 
have taken longer 
than expected. 
Reasons for this 
include long lead 
times in obtaining 
meetings with 
management and 
delays in provision 
of information 
and/or 
explanations.

Quality assurance 
checks completed

% of QA checks 
completed

100% 100% All audit working 
papers are 
independently 
reviewed by an 
Audit Manager and 
all draft reports with 
an assurance 
opinion less than 
reasonable are 
also further 
reviewed by the 
Group Audit 
Manager. 

Customer 
Feedback

% of customer 
satisfaction survey 
scoring the service as 
good.

80% 94% Client feedback is 
requested after 
each risk-based 
audit and also for 
school audits.

Performance is 
based on seven 
feedback forms 
received in last 
year.

Chargeable time % of available auditor 
time directly 
chargeable to audit 
jobs.

80% 80%
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AUDIT AND ASSURANCE COMMITTEE

Forward Plan 2017 - 2019 

27 July 2018

Annual Governance Statement Action Plan 2017/18 Progress 
Update Paul Robinson

Annual Governance Statement 2017/18 and Action Plan 
2018/19 Iolanda Puzio

Accounts Overview 2017/18
a) Letter of representation – Cumbria County Council
b) Letter of representation – Cumbria Local Govt. 

Pensions Scheme
c)       Audit Statement of Accounts 2017/18
d)      Port of Workington Statement of Accounts

Julie Crellin

External Audit Findings – Cumbria County Council 2017/18 Gareth Kelly/Richard McGahon
External Audit Findings – Cumbria Local Government 
Pensions Scheme 2017/18 Gareth Kelly/Richard McGahon 

17 September 2018

Quarter 1 – Risk Report Helen Kirk
Internal Audit Progress Report to 31 July 2018 Niki Parker
External Audit items Gareth Kelly/Richard McGahon
Presentation – Emergency Preparedness Arrangements Steve Healy/Colin Cox

11 December 2018

Quarter 2 – Risk Report Helen Kirk
Annual Governance Statement Action Plan 2018/19 Progress 
Update Paul Robinson

Internal Audit Progress Report to 30 September  2018 Niki Parker
Local Government Ombudsman – Annual Review Letter 2018 Paul Robinson/Steve Tweedie
External Audit items Gareth Kelly/Richard McGahon

14 March 2019

Quarter 3 – Risk Report Helen Kirk
Annual Governance Statement Action Plan 2018/19 Progress 
Update Paul Robinson

Internal Audit Progress Report to 31 December  2018 Niki Parker
External Audit items Gareth Kelly/Richard McGahon
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